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1.2

1.2.1

1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e aliasis used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

o keyalg is the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e Kkeysize is the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.
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o keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

The command will prompt for the following attributes of the certificate and keystore:

o Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

o Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

e Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your First and last name?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
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[Unknown]: Mumbai

What is the name of your State or Province?
[Unknown]: Maharashtra

What is the two-letter country code for this unit?
[Unknown]: IN

Is CN=cvrhp0729._i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes
Enter key password for <cvrhp0729>

(RETURN 1f same as keystore password):<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
1.2.3 Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

Joraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ips0l4dor
Node02

ips014dorCell01 --> <ips0l14dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips01l4dorNode > name of the machine and <Node02>

1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log in to the WAP console as the user ‘admin’.
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UserlD:

Password:

Licensed Materials - Property of 1BM (c) Copyright IBM Corp. 1897, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldvide. Other product and service names might be
trademarks of IBM or othar companies. A current list of IBM trademarks is
svailable on the Web at Copyright snd tradsmark information.

WebSphere Integrated
Solutions Console

* Sync encountered an error while syncing: Failed to connect to the server. Sync will autornatically retry this action.

2. Specify the user ID of the administrator and the password set while installing the software.

Click ‘Log In'.

The following screen is displayed:

!WebSphere Integrated Solu.

K ] | @ https://ofs=220137.in.oracle.com:2043/ibm/console/secure/securelogon.do

v @ || Q Search

WebSphere.

‘ View: All tasks

B welcome

(# Guided Activities
(& Servers

[# Applications

[+ Services

[¥ Resources

[= Securiny

B Global security

Security demains
Administrative Authorization Groups

Security auditing
Bus security

[ ]
[ ]
55U certificate and key management
[ ]
[ ]
[+ Enviranment
[# System administration
[#] Users and Groups
(3 Manitaring and Tuning
[# Troubleshooting
[+ Service integration

[# UDDI

Cell=0fss220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

S5L certificate and key management

S5L configurations

The Secure Sockets Layer (S5L) protocol provides secure
communications between remote server processes ar
endpoints. S5L security can be used for establishing
communications inbound to and cutbound from an endpoint.
To establish secure communications, a certificate and an S5L
configuration must be specified for the endpoint.

In previous varsions of this product, it was necessary to
manually configure each endpoint for Secure Sockets Layar
(S5L). In this version, you can define a single configuration for
the entire application-serving envirenment. This capability
enables you to centrally manage secure communications. In
addition, trust zones can be established in multipls node
environments by ovarriding the default, cell-lavel SSL
configuration.

If you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restorad for the various endpoints. However,
it is necassary for you to re-configure S5L to take advantage of
the centralized management capability.

Configuration settings

Mansge endpoint security confiqurations,

Mansge certificate expiration
Manage FIPS

Related Ttems

Close page

Field help

For field help information,
selact a field labal or list
marker when the help
cursor is displayed.

Page helj

551 confiqurations agehelp
Dynamic outbound
endpaoint S5L
configurations

More information about
this page

Key stores and
certificates

Key sats

Kev set groups
Key managers
Trust managers

Certificate Authority
[CA) client

configurations
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On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen

displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following

screen is displayed:

WehSnr;e-re.

‘ View: All tasks

welcome
[# Guidad Activities
[# Servers
[# Applications
[# Services
[+ Resourcas
=] Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[# Environmant

4 System administration
[ Users and Groups

[+ Menitoring and Tuning
[# Troubleshooting

[¥ Service integration

[ UDDI

551 certificate and key

> Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystors usages

| S5L keystores

[

[# Preferences

| new... || Delete | Change password... | Exchange signers...

SEIB\:t‘ Name %

| Description

| Management Scope o7

Path &

You can administer the following resources:

HodeDefaultKeyStors

Default key store
far
ofs5220137Node01

(cell)iofss220137Node01Cell;
(node):ofss220137Node01

${CONFIG_ROOT}cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
fkey.p12

HodeDefaultTrustStore

Default trust store
for
ofss220137Node01

(cell)iofss220137Node01 Cell:
(node):ofss220137Node01

£{CONFIG_ROOT}/cells
/ofss220137Nade01Cell
/nodes
/ofss220137Node01
[trust.p12

Total 2

| Logout

Close page

Field help
For field help information,
select a field Isbel or list
marker when the help
cursor is displayad.

Page help
More information about
this page

Command Assistance

View ad rative

scripting command for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New' button to add a new key to store.
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1.4

(' @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

Wehsvr;e?;.-

‘ View: All tasks

welcome
Guided Activities
Servers
Applications
Services
Resources
(=) Security

Global security
Security demains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment
Systzm administration
Users and Groups
Menitoring and Tuning
Troubleshooting
Service intagration

upDI

General Properties

wB ¥ A A4S

Help | Legout

The zdditional pre

# Name
[

Description

will not be availak

the general props
this itam ar= 3ppl
savad.

Additional Prope

Management scope

‘ (cell):ofss220137Node01Cell: (node) :ofss220137Noda01

# Path

# Password
[ |

# Confirm passwerd

Type

PKCS12 =

ICEKS
[ emsks
PKCS12

Cryptographic Token Devica (PKCS11)

[T Enable cryptographic operations on hardware device

| n

o

m

5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

1-6
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WebSphere Integrated Solu... %

€ | @ hitps://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do

v || Q search

WebSphere.

| View: Al tasks

Call=ofss220137 Node01Cell, Profile=AppSrv0 1

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

[+] Environment
(¥ System administration
¥ Users and Groups

[+ Monitoring and Tuning

[ Troubleshooting

[+ Service integration

[# UDDI

SSL certificate and k

management

SSL certificate and key management

ssL i

Related Items
The Secure Sockets Layer (55L) protocol provides secure
‘communications batween remote sarver processes or endpoints.
SSL security ean be used for establishing communications L
inbound to and cutbound from an endpaint. To establish secure
communications, a certificate and an SSL configuration must ba

specifiad for the endpoint. .

¥ SSL configurations.
Dynamic outbound
endpoint S5L
configurations

Key stores and

In previous versions of this product, it was necessary to manually cartificates.

configure each andpoint for Sacure Sockets Layar (SSL). In this B Key sets

wversion, you can define a single configuration for the =ntire .

application-serving envirenment. This capability enables you to Kevset aroupe

centrally manage secure communications. In addition, trust zones ¥ Key managers

can be in multiple node by overriding © Trost mamaers

the default, cell-level S5L canfiguration. frustmansascs

" h - " ¢ to thi . ¥ Certificate Authority
you have migrated a secured environment to this version using el clieat

the migration utilities, the old Securs Sockets Layer (S5L)
configurations are restored for the various endpoints. However, it
is necassary for you to re-configure SSL to take advantage of the
cantralized managemant capability.

configurations

Configuration settings

Msnzge sndpoint sacurity

Manzqe certificate expiration

Manzge FIPS

1.

The following

WebSphere Integrated Solu... %

screen is displayed:

Dynamically update the run tima whan SSL configuration

Close page &
Field help

For field help information,
select a field label or list

marker vhen the help
cursor is displayed.

Page help
More information about
this page

Under the section ‘Related items’, click ‘SSL configurations’.

€ | @ hitpsy//ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

= [ seare

WebSphere.

| View: All tasks

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

B Welcome

[+ Guided Activities

[+l Servers

3] Resourcas
=) Security

= Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

(¥ Emvironment
[+] System administration
[+] Users and Graups

(# Menitering and Tuning

[# Troubleshecting

d key > SS5L i

Defines = list of Secure Sockets Layer (SSL) configurations,

[# Preferences

Select ‘Name P (e &

Close page

Field help
For field help information,
=slact = fiald label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

You can administar the folloving :

View

NodeDefaultSSLSattings

(cell):ofs=220137Nod=01Call
(node):ofss220137Noda01

Total 1

seripting command for last
action

2. Click ‘New’ button. The following screen is displayed.
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WebSphere.

2
/ WebSphere Integrated Solu... +
P! g

€ | & hitps://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do

yo— vs — [E=EER
¢ || & searcn e A od O = H

| View: Al tasks

Welcome

[+] Guided Activitiss

3] Servers

Applications

Services

Resources

(3 Security
Global security
Security domains
Administrative Authorization Groups
SSL certificats and key management
Security auditing
Bus security

(3] Environment
System administration
Users and Graups
Manitaring and Tuning
Troubleshaoting

+] Service integration

[# UDDI

ificate and key management

SSL certificate and key > 551 > New...

Defines = list of Secure Sockets Layer (SSL) configurations.

General Properties

+ Name
[
Trust store name

[ NodeDefaultkeyStore ((cell) iofss220137Hode01Cell: (node) ofss220137Node01) ||

Keystors name
‘ NodeDefaultkeyStore ((cell):ofss220137Hode01Cell:(

D‘ Get certificate aliases

127Node01)

Default server certificate alias
==

Default client certificate alias

(none)

Mansgement scope
[ et

fs5220137Hode01Cell: (node) rofss220137 Noden 1 I=]

Apply || OK | Reset || Cancel

« .

] rl] (]

The additional propertie
vill not be available unti
the general properties f
this item are applied or
saved.

Additional Properties

Related Items.

Key storss and
certificates

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.

4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Manaqing Endpoint Security Confiqurations

This section explains the process of managing endpoint security configurations.

ORACLE
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v ¢ || Q search

WebSphere.

| View: Al tasks

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

[+] Environment
(¥ System administration
¥ Users and Groups

[+ Monitoring and Tuning

[ Troubleshooting

[+ Service integration

[# UDDI

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under

Call=ofss220137 Node01Cell, Profile=AppSrv0 1

SSL certificate and key management

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (S5L) protocol provides secure
communications between remote server processes or endpoints.
SSL security can be used for establishing communications
inbound to and outbound from an endpaint. Ta establish secure
communications, a certificats and an SSL configuration must ba
specified for the endpoint.

In pravious versions of this product, it vas nacessary to manually
configure each endpoint for Sacure Sockats Layer (S5L). In this
version, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be i in multiple node by overriding
the default, cell-level S5L configuration.

If you have migrated a secured environment to this version using
the migration utilities, the old Securs Sockets Layer (S5L)
configurations are restored for the various endpoints. However, it
is necassary for you to re-configure SSL to take advantage of the
cantralized managemant capability.

Configuration settings

Msnzge sndpoint sacurity

Manzqe certificate expiration

Manzge FIPS

Dynamically update the run tima whan SSL configuration

Related Items

SSL confiqurations
Dynamic outbound
endpoint S5L
configurations

Key stores and
cartificates

Trust managers
Certificate Authority
[CA) dient
configurations

Close page &
Field help

For field help information,
select a field label or list

marker vhen the help
cursor is displayed.

Page help
More information about
this page

‘Configuration settings’, click ‘Manage endpoint security configurations’.

The fIIowing screen is displayed:

WebSphere.

View: Al tasks

= welcome

[+] Guided Activities
[#] Servers

[+ Applications

¥ Services

& Resources

= Security

® Global security

Security demains

Administrative Authorization Groups
SSL cartificate and key management
Security auditing

Bus security

[ Environment
[ System administration
[# Users and Groups

[ Monitaring and Tuning
[ Troubleshooting

¥ Servics integration

(3 UDDI

L certi d key > dpoi i

Displays Secure Sockets Layer (SSL) configurations for selactd scopes, such as = call, node, server, or

cluster.

Local Topology

B Inbound
Bl ofss220137Hode01Cell

=
&Ll of=220137Nade0] (NodeDefaults:

B outbound
B ofss220137Node01Ceall
B E nodes
@ s 0127Node0i(l ti 3]

Clos= pags

Field help
For field help information,
select = field label or list
marker when the help
cursor is displayed.

Page help
Mere information about
this page

2.
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Click the first link under ‘Inbound tree’. The following screen is displayed:
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- ¢ || Q search

WebSphere.

| View: Al tasks

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

(3] Environment
+) System administration
(+) Users and Groups

[+] Manitaring 2nd Tuning
[+] Troubleshasting

+] Service integration

[# UDDI

- e A od S

Call=0fs2220137 Node01Call, Profile=AppSrv01

SSL certificate and management

L certi d key >

Help

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or cluster.

General Properties

Name

[ofes220137H0de01 |

Direction

[1nbound |

Specific S5L configuration for this endpoint

N

Related Itams

o ssL
configurstions

' Dynamic
outbound
endpoint 5L
configurstions

¥ Key stores and

rssLommmas [< ] Update certificate alias list | Manage

ste alias in key store

Key sets
Key set groups

Trust managers
Certificate

Authority (CA]

client
confiqurations

=
L]
¥ Key mansgers
=
=

| Logout

Field help

For field help
select a field
marker vhen
curser i displ

Page help
More informal
this page

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list'. Click ‘Apply’ and save the changes.
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1.6 SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

WebSphere Integrated Solu... %

€ | @ hitps://ofss220137.in.oracle.com9043/ibm/ console/secure/securelogon.do - || Q search B8 & A oA B e

WebSphere.

Help | Logout
= Gell=ofs5220137 Node01Cell, Profile=AppSrvo 1 Close page
View: All tasks - =l

Application servers ? = WHeln

" Welcome

Application servers Field help
(#] Guided Activities PP For field help information,
= Use this pags to view a list of the application sarvars in your anvirsnmant and the status of sach of these ottt & fiole Inbal or liot
=ervers. You can also use this page to change the status of = specific spplication server. rarker vhen the help
= Servar Types & Preforences cursor is displayed.

¥ webSphere application servers

¥ WebSphere MQ servers Page help

B web servers Mors about
Name & ‘Nude el ‘ Host Name & |vEm'on & this page

# Applications

You can administer the folloving resources: Command Assistance
[# Services

servari ‘ fs=220137Node0l ‘ fss220137. 1 |Base 8.5.5.0 View administrative
command for last

[# Resources

Total 1

i

=) Security

= Global security
= Security domains
M Administrative Authorization Groups
¥ SSL certificate and key management
B Security auditing
B Bus security

[#l Environment

¥ System administration

[#) Users and Groups

4] Manitoring and Tuning

[# Troubleshesting

[+ Service integration

« . ] 3

1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

| B Weksphere Integrated Sob.. % | &

fE S 4O «-E =|

- ‘galication seocers > sarvarl
e this poe 15 configure an apsication servar, An KDlABO sever s & server that provides services e &
raquired b2 fun entarzeise sppleations.
. Frokd hatp
Runtime | | Configuration ot fiald Pl durmat |
f anluct » fiald latal e st
maria whan tha halp
ursr in disclayed, J
Fage help
Mone infarmation. st
this.aans
T un = davatcemant meds
Fl ewaliel sta
T suan omganents as nesded
Autwss Lo intaral sarver dasses
| atom 7]
Server-specific Application Settings
Clasainadar patiey
[rince 7
Clags lcading moda
Clatses waded i cluea londar first |
ey | OK || Reest || Cancel |
* Massaging snaine
¢ m 1w | i | '
tras . - &3 MatghCase 2 of 2 matches x

2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

” ORACLE



WebSphere Integrated Solu.

\ 6 | @ https://ofss220137.in.oracle.com:3043/ibmy/ console/secure/securelogon.do

v @ || Q searcn

WebSphere.

‘ View: All tasks

" Welcome
[+l Guided Activitiss
[l Sarvers
=) Server Types
¥ webSphere application servers
= webSphers MQ servers
W web servers
[+l Applications
I+ Services
[+l Resources
=) Security
= Global security
Security domains
Administrative Authorization Graups
SSL certificate and key mznagement
Security auditing

B Bus security

# Environment

[#] Systam administration
[ Users and Groups

£ Menitoring and Tuning

[#) Troublesheoting.

« n

v

Cell=ofs5220137 Noded 1 Cell, Profile=AppSrv01

|Application servers

servers > serverd >

that are operating within a client or server,

[# Preferencas

Use this page to view and manage a transport chain, Transpert chains reprasent network protocol stacks

%8 & 4 O w- B =

| Logout

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

o ey
More i sbout
this page
Seladl Name © Enabled Host & Port { SSL Enabled ‘Command Assistance
View
You can administer the folloving resourcest serioting command for last
HittpOususInboundDsfault Enablad = s080 Disablad action
HitoOueuelnboundDefaultsecure | Enabled - 5443 Enabled
WClnboundadmin Enabled - s060 Disablad
WClnboundadminSecurs Enablad = s043 Enabled
WClnboundpefault Enabled - s080 Disabled
WClnboundDsfaultsscurs Enablad - 9443 Enablsd
Total 6

trans ~ | Highlight Al Match Case 2 of 2 matches
'ghlig|

3. Against their respective names, the secured connection is available under the column ‘SSL

Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:

= S Typan
= wabtohar 4pEiEatien bacvars
B wekizhern M swrvers
B ek sercars

¥ Apphatines

B pacury

= Esviranmast

= Sratem sdminitration
¥ Upars and Deeups
 Musitariag and Taning
 Barvice inbagration
¥ uoot

)

el > Wab,

Usa this sage be vien and manage & barsgod thain, Transport dhaing represant reivik protecel stacks thal
848 oparating within & clant or sarae,

ealact 3 Fiald labal e ling
ks whan e bels

ConBigun cursar i displaved.
- Page help
More irformavon skl
shibgkat
Ganaral Propertiss
* tarma

Erabled

Transport Channels

ot bt

Purt 84T

Thraad past WabCantainar
Manimism apen ronnections 30000
Inacziity tmesut 0 3econds

' ESwspound cnancel (S5 1
S5L conliguration [Cantrally mansged)

* HITE.inbound channel [HTTR 4}

Usa parsistent iieep alve ronnartisns Enahind
Mawimem parsistent requaests per roanection 100

Hand timecut 0 saconds
Wirite Lmeeut S0 sweands
Parsistant st 20 swconds

e gorug nksend shasnal T1EQ 20
-
et e e Ml D

Focky | [OK | [ Raset | [ Cancel |

4. Click ‘SSL Inbound channel (SSL 2).
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Cell=o 137 e=AppSrv01 Close page
‘ View: Al tasks - -
Beslication servers ?-Whep |
welcome
i Field help
Guided Activiti
u crivities = Messagas For field help informatiol
lect = field label or lis
B8 Servers [} Transport Channel SSL_2 is shared between two or more transport chains. o er v ;‘:h:"p‘s
5 Server Types Changess to SSL_2 vill affact multipls network protocol stacks. oo s omlayed
WebSphere application servers
WebSphere MQ servers § i ] Page help
o Application servers > serverl > Web container transport chains > HttpQueneInboundDefaultSecure > SSL More information about
inbound channel (S5L_2) e
Applications Use this page to view and configure a channal for handling the encryption and decryption of data over
bound commet Command Assistance
Services inbound connections.
View sdministrative
e Configuration scripting for Iz
action
[= Security
Global security g
Security domains General Properties Additional
Administrative Authorization Graups =
S5L cerificate and key mansgement + Transport channel name Custom properties
[ssL_2
Security auditing
GIC SZEnEy Discrimination weight
Enviranment B Related Items
S O SR SSL Configuration S5L configuration - call laval
u d G
e @ Centrally managed
Menitaring and Tuning
View centrally managed SSL tree
[ Troubleshooting i
© specific to this endpoint
Service integration peciic te this encpein
Select SSL Configuration
uopt NodeDefaultssLssttings |~ | L
Foply | OK |[ Reset | [ Cancel
O i A il ] v

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.

1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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WebSphere Integrated Solu...

"c||O\SEGr(h

K3 ) @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogen.do

WebSphere.

| View: All tasks

B welcome

|+ Guided Activities

=l Servers

=l Server Types

B webSphere application servers
B webSphere MQ servers
= Web servers

[+ Applications

[ Services

[+ Resources

1= Security

B Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

[+ System administration
[# Users and Groups

[# Meanitering and Tuning
[+ Troubleshooting

[ Service integration

[+ UDDI

Cell=ofs5220137 Node01Cell, Profile=AppSrvOi

S5L certificate and key management

Logout

B & & 4 @ = - @

Close page

SSL certificate and key management > Key stores and certificates > NodeD > certificates
Manages parsonal certificates.
B Preferences
Delete || Receive from a certificate autharity... || Replace... | Extract.. || Import... || Export... || Revoke... || Renew
Select| ‘ Alias Issued To ‘ Issued By ‘Se'fa\ Numbar | Expiration
¥ou can administer the following resources:
default CN=ofss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
OU=ofss220137NodeD1Cell, | OU=Root Certificate, Jun 22,
OU=0fs5220137Noden1, DU=0fss220137Naden1Call, 2015 to Jun
O=IBM, C=US OU=ofes220137Nadend, 21, 2016.
D=IBM, C=US
CN=ofss220137.in.oracle.com, | CN=ofss220127.in.oracle.com, | 3446736182480725 | Valid from
OU=Root Certificate, OU=Root Certificate, Jun 22,
OU=ofss220137Noded1Cell, | OU=ofss220137Hode01Cell, 2015 to Jun
OU=ofss220137Noded1, OU=ofss220137Noded1, 18, 2030.
O=IBM, C=us ©o=IBM, C=us
Total 2

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.8.2

1.8.3

w8 + & d D= B =

Close page

| View: All tasks - i

SSL certificate and key management

welcome
Field help

S5 certificate and key management > Key stores and certificates > @ > Personal certificatas

Guided Activities

> Extract certificate For field help inform
[ Servers salect a field Isbel o
Extracts 3 certificate from the key store to be added te ancther key store. rnarker when the he
S Server Types General Properties cursor is displayad.
WebSphere spplication servers
WebSphere MQ servers Certificate alias to extract Page help
web servers |dEfEu|t More information ab
this page
Applications + Certificate file name
E— [p:\Keystores\myKeysare.cer
Resources Dat= type

B Security L Base64-sncoded ASCII data |7 |

Global s=curity
Security domains

Administrative Authorization Groups
S5L certificats and key management
Security auditing

Bus security

Environment

System administration
Users and Groups
Maenitoring and Tuning

Troubleshooting

Service intagration

upDI =
4 1 ] » a [0 ] b

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server?2

You can follow the steps for server 1 described under ‘Extracting Certificate for Serverl’ to extract
the certificate for Server2.

Importing Certificate into Keystore for Serverl

@ Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).
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WebSphere Integrated Solu...

| € | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelagan.do

WebSphere..

| View: All tasks

B welcome

[ Guided Activities

= Servers

[= Server Types

¥ webSphere zpplication servers
B webSphere MQ servers
B web servers

@ Applications

[#] Services

[+ Resources

= Security

Global security

Security domains

Administrative Authorization Groups
S5L certificats and kay

« ||=0fs5220137 Node01Cell, Profile=AppSrv01

iL certificate and key management.

551 certificate and key management > Key stores and certificates > NodeD

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

General Properties

wBE ¥ A A D= B =

| Logout

Close page

Name

[nedenefaultkeystore

D
[Default key stora for ofss220137Hod=01

ertificate:

" Barsonal
certificates

 parsonal

=| Management scope

[icel)iotssz20137n0den1Cell: (node) iafss2201 37Nod=01

Path
[stconFIG_RoOT}/calls/ofss220137Hoda01Call/nodes/of ss220137Hode01 /key.p12

Security auditing

Bus security
[# Environment

[ System administration
[ Users and Groups

[ Monitoring and Tuning
[ Troubleshooting

[ Service intagration

[# UDDI

# Password

Type

| PKCS12 |z|

Read only

Initialize at startup

[l Enable cryptographic operations an hardwara device

D Ll

1. Click ‘Signer Certificates’.

The following screen is displayed:

Web5Sphere Integrated Solu...

_GHQSearch

WebSphere..

| View: All tasks

B welcome

[+ Guided Activities

= Servers

(= Server Types

¥ webSphers zpplication servers
¥ webSphere MQ servers
= web servers

|+ Applications

[# Services

[ Resources

1= Security

Global security

Security domains

Administrative Authorizatian Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

[+ System administration
[ Users and Groups

[ Monitoring and Tuning
[+ Troubleshaoting

[# Service integration

[# upDl

[E—T— '

Call=0fs5220137 Nod=01Cell, Profile=RAppSrv01

SSL certificate and

management

SSL certificate and ki
certificates

management > Key stores and certificates > NodeD.

> Signer

Manages signer cartificates in key stores.

[# Preferences

| Delete | Extract || Retrieve from port |

s.alm| Alias 2 ‘ Issued to O | Fingerprint (SHA Digest) I | Expiration 0

None

B+ A 4 O - @

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do k

Logout

Close pags

Field help
Far field help information,
select a field label o list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

Wiew administrative
scripting command for last

Total 0

sction

2. Click ‘Add’ button to add the certificate of the other server.
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WebSphere Integrated Solu... %

4' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

" @ || Q search

WEhSph_ei'e. I

| View: All tasks

l

Welcome

|+ Guided Activities

[ Servers

[ Server Types
WebSphere application servers
WebSphere MQ servers
Web servers

I+ Applications
[# Services
[ Resources

= Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment
|+ System administration
[ Users and Groups

[ Manitoring and Tuning
[+ Troubleshaoting

[# Service integration

[# upDI

" 3

mn

Cell=ofs5220137 Nodz01Cell, Prof

SSL certificate and key management

S5L certificate and key management > Key stores and certificates > NodeD

Add signer certificate
Adds a signer certificate to a key store.

General Properties

=AppSrv0i

Help | Legout

Close page

Field help

> Signer certificates >

For field help infermation,
select a field label or list
marker when the help
curser is displayed.

* Alias

[FLeM_Kkeystare

# File name

Page help
More information sbout
this page

[DriKeysoresimykeysore.cer

Data type

m 3

The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

1.8.4

Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Serverl’ to import the certificate into keystore for Server2.
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1.85

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WebSphere Integrated Solu... *

(' B https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere..

Cell=0fs5220137 Node01Cell, Profile=AppSrv01 Close page
| view: All tasks

SSL certificate and key management

B welcome

T @ s SSL certificate and key management > Key stores and certificates Field help
For field help information,
T Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types. olect  fiold lobel or list

marker when the help
[ Server Types

Keystore usages cursor is displayed.
¥ webSphere zpplication servers SSL keystores : -
¥ webSphere MQ servers Page help
B web servers More information about
[ Prefarences this page
[+ Applications
| New.. | Delete || Change password... | Exchange signers... Command Assistance
llosiesy View administrstive
 Resources scripting command for last
= Y = = action
[l Security = 5elect| Name & | Description 3 ‘Management Scope $ path &
¥ Global security You can ini: the following
[ ]
Se““_”_“’ d”'_"a‘"s ModeDefaultkeyStora Default key store for | (call):ofss220137Node01Cell: | ${CONFIG_ROOT}/cells
¥ Administrative Authorization Groups ofss220137Node0t | (node)iofss320137Nodedl | /ofss220137Hade01Cell
B 551 cerificate and key management /nodes
B security auditing /ofss220137Node01
B Bus security Jkey.p12

[# Envirenmant
NodeDefsultTrustStore | Default trust store for | (cell)iofss220137Node01Cell:| ${CONFIG_ROOT} cells

[ System administration ofss220137Node0l | (node)iofss220137Node01 | fofss220137Node01Cell
/nodes

B Users and Groups Jofss220127Hode01

[ Menitoring and Tuning Jtrust.p12

[l Troubleshooting

Total 2

[# Service integration

[# uoot 2
A —— '
= —

The following screen is displayed.
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WebSphere Integrated Solu... %

| € | @ hitps://ofss220137.in.oracle.com:3043/ibm/console/secure/securelagon.do

Tc||o\Senr(h

WebSphere..

| Wiew: All tasks =

B welcome
[ Guided Activities
B Servers
[ Server Types
¥ webSphere zpplication servers

¥ webSphere MQ servers

= web servers

= Applications

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

General Properties

Logout

Name

[nodeDetaultkeystore

Description

" parsonal
certificates

[pefautt key store for ofss220137Hode01

" Personal

Management scope

|(ca\|):ofsszzm:«amcdeuLCeII:(ncde):ofsszzm:«amcdem

¥ Custom
properties

[l Services
[ Resources Path
Bl Security [s¢cONFIG_ROOT}/cells/ofss220137Node01Cell/nodes/ofs5220137Node01 /key.p12
uri =]
® Global security # Password
¥ security domains | |
¥ Administrative Authorization Groups
Type
B SSL certificate and kay
| PKCS12 |Z|
B Security auditing
[ ]

Bus security
[# Environment

[ System administration
[ Users and Groups

F# Monitoring and Tuning
[ Troubleshooting

[ Service intagration

[# UDDI =2

1.

he following

Read only

Initialize at startup

"] Enable cryptographic operations on hardware device

Click ‘Signer Certificates’.

screen is displayed.

e ——————————

‘WebSphere Integrated Solu.,

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

fC'HQSearrh

WebSphere.

| View: All tasks

¥ welcome

[+ Guided Activities

(=l Servers

[ Server Types

B webSphere application servers
B webSphere MQ servers
W web servers

[+ Applications

[+ Services

[# Resources

|=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[# Environment

[+ Syst=m administration
[+ Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[# Service int=gration

[+ UDDI

LA ——| ,

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01

55L certificate and key management

certificates
Manages signer certificates in key stores.

[# Preferences

SSL certificate and kev management > Key stores and certificates > NodeDefaultKevStore > Signer

| Add || Delete || Extract || Retrieve from port |

Select| Alias 3 | Issued to

‘Fl‘ngerpn'm: (SHA Digest) I | Expiration I

Closs page

Field help
For field help information,
select a field label or list
marker when the halp
cursor is displayed.

Page help
More information about
this page

Command Assistance

MNone

scripting command for last

Total 0

action

2. Click ‘Add’ button to add the extracted certificate of the second server.
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The following screen is displayed.

WebSphere..
Cell=0fs5220137 Nod=01Cell, Profile=AppSrv01 Close page
S5L certificate and key management
welcome
& Guided Activities 551 certificate and key management > Key stores and certificates > NodeD > Signer certificates > Field help
Add signer certificate For field help information,
[= Servers select a field label or list
Adds a signer certificate to a key store. marksr when the help
= ServerTypes General Properties curser is displayed.
WebSphere application servers
WebSpherz MQ servers # Alias Page help
Web servers [ELem Mare information about
this psge
# Applications # File name
[priKeysoresimyKeysore.cer
[l Services
[ Resources Data type
Basetd-encodad ASCII data ﬂ
[= Security E
Glabal security
oK Reset Cancel
S
Administrative Autherizatien Groups
SSL certificate and key management
Security auditing
Bus security
[# Environment
[ System administration
[ Users and Groups
[ Menitoring and Tuning
 Troubleshoating
[ Service integration
LRt -
javascripticlearFilter( com.ibm.ws.console security.SignerCertsCollectionForm') . 3

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.
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1.9 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

WebSphere Integrated Solu... %

+ @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do - C | | Q Search

WEhSph.ere.

Cell=ofs5220137 Nod=01 Cell, Profil pSrv01 Clos= page

|

| View: All tasks -

SSL certificate and

y management

Welcome
Field help

For fizld help infermation,
select a field label or list
marker when the help
cursor is displayed.

& Guided Activities SSL certificate and key management

[ Servers

[ Applications . 3
SSL configurations Related Items

[ Services
The Secure Sockets Layer (SSL) protocol provides secure Page help
communications between remote server procasses or endpoints. S50
security can be used for establishing communications inbound to and
outbound from =n endpoint. To establish secure communications, a
certificate and an S5L configuration must be specified for the endpoint.

S5L configurations
Jynamic outbound
endpoint 55L
configurations

4 Resources More informstion sbout

[ Security

Global security
Security demains In previous versions of this product, it was necessary to manually Kev stores and
configure each endpoint for Secure Socksts Layer (SS5L). In this certificatas =
wversion, you can define a single configuration for the entire Key sets
application-serving environment. This capability ensbles you to

centrally manage secure communications. In addition, trust zones can
be astablished in multiple node environments by overriding the
default, cell-level SSL configuration.

Administrative Authorization Groups
S5L certificats and key management
S diti

ecurity auditing Key sat arou
Bus security EE——
Key managers
[ Environmeant

Trust mansgers

Certificate Authority
Ca) dlient

configurations

[ System administration If you have migrated a secured environment to this version using the
migration utilities, the old Secure Sockets Layer (S5L) configurations
are restored for the various endpoints. However, it is necessary for you
to re-configure SSL to take advantage of the centralized management
capability.

4] Users and Groups
[ Monitoring and Tuning

[ Traubleshooting
Configuration settings

[ Service intagration
Mansae endpoint sscurity configurations

[+ UDDI

Manage certificate expiration

Mansge FIPS

Dynamically update the run time when SSL configuration changes
accur

1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security

configurations’.

137 in.eracle.c ansole/secure/sec ¢ || Q search

€a

WebSphere. | Logout

Cell=0fs52201 27 Nodedi Call, Profil Close page

L certificate and key management

Welcome
Field help

For field help information,
select = field |abel or list
marker when the help
curser is displayed.

L certi d key > i i i

[ Guided Activities
Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a call, node, server, or cluster.

Local Tepelogy

[ Servers

[+l Applications

[# Services page help
[ Resources H Inbound More information sbout
= Security Bl ofss220137NodediCell

B & ne

Glabal security
Security domains

[# Environment
%] System administration
3 Users and Groups

£ Menitoring and Tuning.
%) Troublzshoating

[#) Service integration

[ UDDI

Administrative Authorizatien Groups B outbound

SSL certificate and key management B ofss220137N0de01Cell

Sacurity auditing B £ nedes

Bus security @ ofss220137Node01(l i 3}

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.

The following screen is displayed.
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WebSphere Integrated Solu...

| (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

"CHO\SEWm

WebSphere.

| View: All tasks

B welcome

[+ Guidad Activities
[# Servars

[ Applications

[# Services

[+ Resources

(=) Security

= Global security
Security domains

[ ]
[ ]
[ ]
B Security auditing
 Bus security

(¥ Envirenment

|+ Systzm administration
[¥ Users and Groups

[¥ Monitoring and Tuning
[# Troubleshoating

[¥ Service integration

[® UDDI

R T — |

Administrative Authorization Groups
SSL certificate and key management

Cell=ofs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

S5L certificate and key

> Mana

security confi

> ofss220127Nodedl

Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or cluster.

General Properties

Related Items

Name

‘Df‘ssZZULS?NDdEUL

Direction

[tnbound

Specific S5L confi

ation for this

d

55L configuration

" ssL
configurations

“ Dvnamic
outbound
endpoint S5L
configurations

" Key stores and
certificates

Key sets

NodeDafoultssl sottings | = | Update certificate alias list | Manage certificates

te alias in key store

| Reset || Cancel |

Key set groups

[ ]

u

" Key managers
¥ Trust managers
u

Certificate
Authority (CA
client
configurations

Close page

Field help

For field help inform]
select a field label
marker when the h
cursor is displayed.

Page help

More information aff
this page

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’

and save the settings.

You can view the settings under ‘Inbound’.
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5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

WebSphere Integrated Solu... %

\ + | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"CHO\SEar(h

WebSphere.

| View: All tasks

" welcome
[+ Guided Activities
[# Servars
[+ Applicatiens
[# Services
[# Resources
(= Security
= Global security
Security demains
Administrative Authorization Groups

[ ]
[ ]
B SSL certificate and key management
= Security auditing

 Bus security

[® Environment

[# Systzm administration

[¥ Users and Groups

[® Monitoring and Tuning

[# Troubleshoating

[ Service integration

[® UDDI

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

551 certificate and key

>

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

security configurations

E Inbound
B ofss220137Node01Cell
B 3 nodes

E outbound
Bl ofss220137Hode0iCell
B £ nodes

0137Node01i(NodeDefaults

s ofss220137Node01 (NodeDefaultSSLSettings’

Close page

Field help

For field halp information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

1.10 Protection Quality

1.

Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG }.
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‘WebSphere Integrated Solu...

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do TCHQS‘earrh | ﬁ B ¥+ # P ] @v 2| - . ‘ =

WebSphere. Help | Logout

Cell=ofs5220137Node0 1 Cell, Profile=AppSrv01

Close page
| View: All tasks

55L certificate and key management
¥ welcome

& Guided Activities SS5L certificate and key management > SSL confi ions > NodeD i
s Defines a list of Sacurs Sockets Layer (S5L) configurations.
[+ Applications
[# Services .

General Properties Additional Properties
[# Resources

+ Name

¥ Quality of
1= Secunty ‘NndeDeFaultESLSe&iﬂgs protection (QoP)
Global s=curity settings

Trust store name
Security domains

| |
n
R A W S [ WodeDefaultTrustStors ((cell)iofss220137Node01Celli(node ) iofs2220137Node01) [~ |
| |
| |
n

¥ Trust and key

manzgers
S5L certificate and k [ ]

) - = Keystore name Custom
Security auditing properties

| NodeDefaultkeyStore ((cell):ofss220137Node0iCell: (node):ofss220137 Noded1)
Bus security

Related Items

[+ Environment rver certificate alias

" Key stores and
certificstes

[+ Systzm administration

[+ Users and Groups Default client certificate alias

[# Manitoring and Tuning

() Troubleshoating Management scope
[ Service integration ‘(:ell):0&522013?N0d201CeH:(noda]:ofssZZDlE?NodeDl
[¥ UDDI

Reset || Cancel |

2. On the right side, click ‘Quality of protection (QoP) settings’.
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| WebSphere Integrated Solu... )‘\+

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do € || Q Search ﬂ' B ¥+ # e @' ® |- . =

WebSphere.

| View: Al tasks [ ssL cortificate and key management
welcoms S5L certificate and key > 551 confiqurations > NodeDefault55 Settings > Quality of protection
Guided Activities (QoP) settings Field help
For field halp information,
— Spacifies the sacurity level, dphers, and mutual authantication settings. olact o fild label or list

IR General Properties markar whean the help
pplications cursor is displayed.
Client authentication

Services
= Page help

Resources More information about
Protocol this page

(= Security
SSL_TLS n Command Assistance

Global security

Security domains View sdministrative

Provider
Administrative Authorization Groups seripting command for last
SSL certificate and key management @ predefined JSSE provider Acticn
Security auditing Selact provider

Bus security IBMISSE2 ﬂ

Environment

mn

) custom ISSE provider
Systam administration

Users and Groups

Monitoring and Tuning

Troubleshooting Cipher suite settings

Service integration Cipher suite groups _
Update selacted ciphars

uoor [strong [3]

Cipher suites
Selacted ciphers

I SSL_RSA_WITH_AES_128_CBC_SHA2S6

&

SSL_DHE_RSA_WITH_AES_128 CBC_SHA256

S5L_DHE_DSS_WITH_AES_128_CBC_SHAZS6
SSL_RSA_WITH_AES_128_CBC_SHA

SSL_DHE RSA_WITH_AES_128_CBC_SHA -

Apply Reset || Cancsl o

-

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

/I New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServerbin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS'.

SSL port information is available in the following screens.
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\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

_CHO\SEar(h

WebSphere,

| View: All tasks

B welcome
[+ Guidad Activities
|-l Servers

[ Server Typas
¥ WebSphere application servers
B webSphere MQ servers
= web servers

I+ Applications

[H Services

[+ Resources

[ Security

[+ Environment

[+ System administration
[+l Users and Groups

[# Monitoring and Tuning
[+ Troubleshooting

[+ Service integration

[¥ UDDI

71 Parallel sta

Start components as nesded

Access to internal server classes

Server-specific Application Settings

ar policy

Class loading mode

[ classes loaded uith parent class loader first [-]

E EJB Container
Settings

@ Container Services

& Business Process

Services
Applications
© Instslled applicaticns

Server messaging

W Messaging engines

¥ Messaging engine
inbound transports

' WebSphere MQ link
inbound transports

" SIB service
Server Infrastructure

@ Java and Process

Management
@ Administration

" Javs SDKs
Communications
&

B Messaging

" Communicstions

Enabled Applications
[CEA
Performance

" performance
Mo

Infrastructura (FMI)

1. Click ‘Ports’.

2. The details are displayed as follows.
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Field help

For field help infarmation,
salact 3 fiald labal or list
marker when the help
cursor is displayed.

Page help
More information about
this page
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WebSphere. Help | Logout

-
| View: Al tasks - c icati
" welcoms =
[# Guided Activities . o Details
5 Servers BOOTSTRAP_ADDRESS 2809
Bl Server Types SOAP_CONNECTOR_ADDRESS 8880
B webSphere application servers ORB LISTENER ADDR 3100
¥ WebSphere MQ servers = = Ess
B Web servers SAS_SSL_SERVERAUTH_LISTENER_ADDRESS | 9401
& Applications CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS| 9402
[+ Services
o WC_adminhost 5060
5 Secerity WC_defaulthost s080
DCS_UNICAST_ADDRESS 8353
[# Environment = E
WC_adminhost_sacure 5043
[+ System administration = =
WC_defaulthost_sacure 2443
[# Users and Groups = =
SIP_DEFAULTHOST 5060
[# Monitering and Tuning =
SIP_DEFAULTHOST_SECURE 5061
# Troubleshoating
SIB_ENDPOINT_ADDRESS 7276
[+ Service integration
SIE_ENDPOINT SECURE_ADDRESS 7286
[# UDDI
SIE_MQ_ENDPOINT_ADDRESS sss58
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5578
1PC_CONNECTOR_ADDRESS 2633
(OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004
H Messaging
" Communications Enabled Applications (CEA)
Performance
o n . : . e

1.11.1 Default JAXRS provider settings

1. Navigate to Websphere home page.

2. Expand Servers > Server Types and click ‘Websphere application servers’.
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2 [0 feweh [ I e

Vese0) Call PreblemipsEranl Clonn page
e Fo i et
in
Uit this sirge b s & lat of e application serrars i your amvranment and the stabos of aach of Uete dervers, Tiu can alto ute this sege to changs the state of & bbby
ssachic applcatan & foeta cursar in disglayed.
& raterances
Page naip.
| ‘Mors intaimasion. abaut thia aRae
i Command Assistance
R TS ISR
sammasa for laws pction
" Sohydeler
D —
LR —
s
= et pregars
% Coavacricn hcrones
® Quene coneacton ihatsies
B Tape consactan fuctonas
= Gomem
o Tapias
[P E—
®ioec
% Rancarce Agagrars
rp-—
 Cacha inrancen
8wt
s
& Bancurce Emimamst
8] ey
p—
& Systam seminranin
i Uvars and Grsuse
2 Mirtaring and Tusieg
5/ Traubimshaseing.
¥ Sarvic integratien
e

3. Click ‘serverl’.

The following screen is displayed.
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| View: All tasks

welcome
Guided Activities
[ Servers
[5] Sarver Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resources
Security

Environmant

System administration

Users and Groups

Monitoring and Tuning

Troubleshooting

Service integration

uDDI

Cell=ofs52311634Nod=08Cell, Profile=ELCMOBCLAPR

|Application servers

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services required to run
entarprise applications.

Runtime | | Configuration

General Properties

Container Settings

Hame

Session management
= |

SIP Container Settings

Hode name Web Container Settings

|uF552311694NDdEDEI |

Bortlet Container Settings
Run in development mode EJB Container Settings
parallel start E Contsiner Servicas

Application profiling service

Start components as needed R
Transaction service

Access to internal server classes Dynamic cache service

Compensation service

- P N Default JAXRS provider settings
Server-specific Application Settings ey rovicer setinas
Internstionalization service

Classl

der poli
g Default Java Persistence APL

settings
Obiect pool service

|z| QORE service

Startup beans service

Clzss losding mods

[ Classes loaded vith parent class loader first

Business Process Services

Applications

Installed applicstions

Server messaging

Massaging engines
Messaging engine inbound transports

WebSphere MQ link inbound
transports

SIE service

Server Infrastructure

Java and Process Mansgemant

Close page

Help -

Field help

For field help information,
selact a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

4. Expand ‘Container Services’ under Communications and select ‘default JAX-RS provider

settings’.

The following screen is displayed.
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javascript:showHideNavigation('containerservices.properties')

WebSphert

| View: All tasks

Welcome
Guided Activities
[ Servers

[ Server Types
WebSphere zpplication servers
WebSphere MQ servers
Web servers

Applications
Services

Resources

Security

Environment

System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration
uDDI

5. Select JISX_RS Provider version 1.1 from the drop-down list.

Cell=0fss2311694Node08Cell, Profile=ELCMOBCLAPP

Application servers

Application servers > serverl > Default JAXRS provider settings

Use this page to configure the default JAX-RS provider for this server.

Configuration

General Properties

Provider

Close page

Field help

For fiald help information,
select 5 field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance
View administrative

scripting command for last

action

6. Click ‘Apply’ and ‘Save' the changes. It is recommended to restart the servers after making

the changes.
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2. Creating Resources on Websphere

Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

Creating Queues on Websphere MO Server

The process of creation of queues on Websphere is explained under the following headings.

Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:

1. Start MQ server console.

4 1M WabSphera M Cxplorer &%
e Wndow bl
et k< Mg T B/ B Mo Exphorer - Cortont &
- o
2 Qusus Msnagers
o e Manager Chasers

(2 M5 dinistrond Orjects Welcome to MO Explorer
L Service Dufntion Reposkoris

Wy Explor Srwwitve b sl e
resources, such as queues, channels, and steners.

ey 10 Erorey.
iy oo P Pagdorey winny.
0 Explorer Preforonces...

Quieue manager icons

The followang icons are used In the Navgator vt to ndats Quéues Mmanager stabus
B Local ;g plorer

& Local uews manager; runring bk dsconnected from MO Explorer

o Mee: andd

I Rt o ssariagee; eornected b MO Explorer

2. On the left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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4F I8N WebSphere MO Explorer

Fle Window Help
M phrer - Nangator. L Q== ' B g eplores - Cotant 12
= 5 e webchers 1oy Queue Managers
o Sha o Cuamas My b
Ao i ‘ Fiber: Starabaed for Gumm Maruagers.

& Quews Hanage

b MG Adearester

5 Servee Dot T T TS e oy, . Command el Cuasue manspsr ot Plaform  Gues-sharng grprams | DescHlttr e escrition | Dafuuk b tyoe
Tests *
Sty *

<
Scheme: Standand for Queue Managers

Last updshed: 16:4703
pa

Set

The following screen is displayed:
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r‘@’ Create Queue Manager |:I®

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOS20 |
[¥]3ake this the default queus manageri

Default bransmission queue:

Dead-letter queus:

Max handle limit: | 236 —

Trigger inkerval; | EEEEEEEEE s

Max uncommitted messages: | 10000 —

) < Back [ Mext = ” Einish H Cancel l

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next'. The following screen is displayed:
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4P Create Queue Manager

Queue Manager

Enter data and log walues

CIueUe manager name: | OM_DOHPOS20

(%) Use circular logging
) Use linear logging

Log file size: (x4KB) | 4096

Log primary Files: | 3

Log secondary files: | Z

[ata and Log paths

Data path: | | Browse, ..

Log path: | | Browse, .,

< Back ][ Mext = ” Einish

5. Click ‘Next'.

The following screen is displayed:
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4P Create Queue Manager,

Queue Manager

Enter configuration options

QuUeue manager Name: | OM_DDHPOSZD

Start queue manager after it has been created
Multi-inskance Queue Manager:
[ ] Permit a standby instance

Select bype of queue manager startup

@ Aukomnakic
() Service (manual)

() Interactive {manual)

Configures the gueue manager ko start automatically when the machine starts up,

Creake server-connection channel to allow remote administration of the queue
managet over TCPJIP
[ ]create server-connection channel

|[ Finish H Cancel

6. Click ‘Next'.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter listener options

QuUeue manager Name: | OM_DDHPOSZD

The gquewe manager needs a liskener to monitor For incoming network connections,
fFor some netwaork; prokocals,

Create listener configured For TCPSIP

The listener needs ta lisken on a port number ot used by any other quewe
manager, service or application on this computer

Listen on port number: | 1414

Einish ] [ Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter explorer options

QuUeue manager Name: | OM_DDHPOSZD

Aukoreconneck

Butamnatic Refresh

aukomatically refresh information shown For this queue manager

Interval (seconds): | 15 — | [ Apply Default

Einish ] [ Cancel

8. Click ‘Finish’.
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* Command; crtmagm -sa -q QM_DDHPOS20

ebSphere MO queue manager created.

Directory 'Ti\Program Files\ IBMWebSphere MOQgmarsQM_DOHPOSZ0" creat
The Queus Manager ended for reason 545234625 "

exitvalue = 263455553

& | &

Close the message. The following screen is displayed:
4 1M WabSphera M Cxplorer
B Window bl
ot i ST W omeie con
—.Qurﬂwrtmm-mq Q !
Fiter: Srandard For Queve Managers

B8] e Managers

(&= Servce Defntion Repostones. 5l GM_DOHPSI0 m Sopyud Wik

<
Schemne: Sardard for Ques Hanagers.

Last updated: 16:50:26

Sebect, w tere:

Deisblettor s Descripion. Dl bind by

Shared

9. Right click ‘Queue Manager’ and select ‘Start’.

The following screen is displayed:
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4 IBM WebSphere MO Explorer

Fie Widow Help
N i e
=1 5 M WebSghere MG
= 2 Quews Managers.
o
25 Quous arager I
(5 1 Advretired
& Servicn Dediriion| Dot

Teats. .
Connection Detals »

Properties...

tg'\' T 7 O] g M Exphorer - Contact [T
Queue Manager QM_DOHPOS20

Cormection GuidMow:

Lot updated: 165053

Shatus Cuschiew:

Qe e stals

Cosmmand server sl

Disconrectesd
Locsl

15

Vs

S
Seggmd

10. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’

displayed:

=
Start Queue Manager - "OQM_DDHPO520™

®3
O Start as service

O Start interactive

Choose Start Method:

Mulki-instance Queue Manager:

[ Permit a skandby instance

11. Click ‘OK’.
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d M4 WetSphere MO Lxplorer

ot Quckie
Qs P e Fureg
Cimnared serves sl Burrieqy
Charval ritistor status Seopped
Cieredtun trt .
Rty Wk parmmkted

Propertes udiien:
G i G _porroE
Descrption
Mt Wik

el o
[eRrye——
e Adimaic

Last updatnd: 17: 1607

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.
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4 M WabSphare M Explorer

= g T T O] B M Explorer - Content ) =igpT0
| Queue Manager QM_DDHP0520

Coredtion Cuidkom:

. M5 A 3 Sbiects Connnction stanus Connected
v trpe Local
L= Seven Defrsten Repardars 2

Feefresh inberval 15
Baktesconract s

Nk upabet: 17:16:07

Staturs Guackiew:

Qe manager et
Carenand server stitus
Channel intistor status
[meE——

Stanctyy Mot permittedd

i

Gt MANSH nane OM_DOReUsen

Platform Wakn,
208

Last updabed: 17:0607

2. On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

4 M WebSphere MO Deplarer
Fie Widkm Hel

oot @ deeth Mo cueun deetn

(2 Seevien Defiriion Repostoes

The following screen is displayed:
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r level in WAS.

4 New Local Queue

Create a Local Queue

Enter the details of the object you wish to create

Hame:
NOTIFY_QUELIE

Select an existing object from which to copy the attributes For the new object.

| S¥sTEM.DEFALLT LOCAL. QUELE | [gstect... |

when this wizard completes, another wizard can be started automatically to create a matching object.
[]5tart wizard to create a makching M35 Queue

@ cpsck [ mext» | [ Emsh | [ cancel |

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

& New Local Queue

Change properties

Change the properties of the new Local Queue

General

General
Extended
Cluster
LIELE Name; MOTIFY_QUEUE
Triggering o | =2 |
Events Clueue bype: | Lacal |
Skorage
Skatistics Description: | MOTIFY_QUELE |
Put messages: |Allowed i |
Geft messages: |Allowed v |
Default priority: | 0 —

Default persistence:

Scope: |Quaue manager e |

Usage: |N0rmal v |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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4 1M WabSphare M Explorer
B Window bl

S5 1 Expliers - Mvigater ]
=i G TBM WinkiSphern M
2 Cumue Managers
# Bl om_poreuszo pEw
= B om_peeposn
& eues

O g Explocer - Content (17

Fiter: Standard for Quaues

Qe ByDe  Open Nk CcouPk  Onen pulDUE courne Current gunus depth Mo ounue o

= Topis
= sureriptions
i Advanced
(= Gumum Manager Chastars
(5 M5 Administined Oliects
[ Sarvice Definsion Repostinis

¢ »
Scher: Standand for Queues - Distributed

Last updeted: 18- 3500

5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>'. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2

2.3.3

234

2.3.5

2.3.6

Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE' is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

Ending MOSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_MQ_HOME>/java/bin’. Here, ‘Websphere_MQ_HOME' is the
MQ server software installation path.

In this folder, you will find the file ‘TJIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/JNDI

Example
PROVIDER_URL=file: /var/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA _INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA_PATH=/var/mgm

export MQ_JAVA LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin
STP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the

figure.

Jie ORACLE



2 10.180.196.51 - PulTY

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<qcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_gcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>'.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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Once this is created, you need to check whether the .bindings file is available in the path given in
‘JMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:
e NOTIFY_QUEUE
e EMSIN_QUEUE
e EMSOUT_QUEUE
e SFMS_INQUEUE
e SFMSOUT_QUEUE
e RTGS_INQUEUE
e INTERNAL_BIPREPORT_QUEUE
e INTERNAL_BIP_QUEUE_DLQ
e INTERNAL_BIPADVREPORT_QUEUE
e INTERNAL_BIP_ADVICE_QUEUE_DLQ
e INTERNAL_GI_UPLOAD_QUEUE
e INTERNAL_GI_UPLOAD_DLQ
e EMS_QUEUE_DLQ
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You need to create JIMS queues for the above queues as shown in the figure:

#  QUBUE name Queus bype | Openinput count | Open output count | Current queue depth
(=}0EFFERED DEST_OQUELE sl o Jo o |
|=| EL_MOTIFY _DLG Local a i} i}
|=| EL_MOTIFY _REQ_Q Local 1] i} i}
|=| EL_MOTIFY _RES_Q Local 1] i} i}
|=| ELMDE _DLG Local 1] i} i}
|&=| ELMDE_REQ_Q Local i i} i}
|&=| ELMDE_RES_G Local i i} i}
|&=| EMS_ExXTQIELE Lacal i i} i}
=l EMS_IMNGUELE Local z i} i}
=] EMS_OUTQLUELE Local 1 i} i}
|=] MDE_QLELIE Local a i} i}
|=| MDE_QUELE_DLQ Laocal a i} i}
|=| MDE_QUELE_RESPOMNSE Laocal a i} i}
|=| MOTIFY_DEST_QUELE Local a i} i}
= MOTIFY_QUELE Local 1 i} i}
= MOTIFY _QUELE_DLG Local 1] i} i}
|=| RTGS_INGQUELE Local 1 i} i}
|&=| SFMS_INGUELE Local 1 i} i}

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e h) Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

1. Install IBM MQ client in a client terminal.

2. Open the client MQ explorer.

3. Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.
4. Click ‘Add’ in the Show/Hide Queue Managers window.
5

Specify the name of Queue Manager which is created in the MQ server. Click ‘Next'.
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6. Specify the IP address of the IBM MQ server in the Host name or IP address field.
7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

o IR WebiSpheee M)
o o el
| - wisbiphers 0 Cxplorer - Havgekor I | #l
= & m websphere g
12 Qe Marsgers
Br—r. QMR on L0, 160,196 S2(1415Y [Per: Sandard For Queves hnd
(2 dedver: ‘ I I | [ open cotpus coure | [w aegeh | Put mesmages
= Chanrels I EMEIN_QUELE (] Predefined 1 [ a =000 Howved
s Chon. Corbaction I EMSuUT_quit Local Fredafned 1 [ 12 0 Aowrod
(2 Uistares ki FHSCLUT_GUELE PG} Leal Frrbeleed (] n a =000 Ebiwen]
- :M"r el Pt Local Predefned 0 [ [ 5000 Ao
e I OB _CLELE Locl Fredelmed 1 [ ] ] Aot
=y I3 MO _QUELE DL Local Predetred 0 [ & ) oo
B ;“: pacpiilaod I MDB_OUELE_RESPONE Lecal Fredefined 0 o [E ] Adowed
S o Wi I NETOFYCRST_GUELE Leeal Brachalewd 0 [ ] 000 Alowere]
TEST o Wew-ag- 21014857 ki NOTIEY_CLELE Leocal Predefined 3 L] ] 5000 Alowed
5 wingm I NOTEFY_QUELE_DLg Lecel Fredsfred 0 o " S Alowred
Lo Qure Manaoes Cisters K PTG _DEST_UELE Lecal Predelied 0 [ o =00 Adcwres]
I RTGE_DY_CuELe Local Fredefned 1 0 o 000 Koo
ll 5FMS_DEST_QUELE Laxal Fredelmed 0 ] = ) Alovred
I 5T _QUELE Local Predetesd 1 ] 3 =000 Hoved
I SFMEOUT_Qui Locsl Fredsfend 1 [ ] 000 Aowred
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In'.
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4. Navigate to the Websphere home page . Expand ‘Security’ and select ‘Global Security’. The
following screen is displayed.

P

WebSphere.

Cell=ofs5220127Node01Cell, Profile=2ppSrv01

Close page  »
| View: All tasks

Global security
¥ welcome

& Guided Activities Glabal security
= Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security poli
[® Applications applications.
[ Services
| Security Configuration Wizard | | Security Corfiguration Report |

[ Resources
(=) Security Administrative security Authentication

= Glabal

Ll B Enzble administrative security ' Administrative user roles Authentication mechanisms and expiration

' Security domains @

" administrative Authorization Groups " Administrative group roles Lrea

¥ sSL certificate and key management “ Administrative suthenticstion Kerberos and LTPA

¥ Security auditing Kerberos configuration

[ ]

Bus security . - L
Application security @ swam {deprecated): No authenticated communication|=
(¥ Envirenment Enable application security Authentication cache settings
[+ System administration @ Web and SIP security
[# Users and Groups Java 2 security @ RMI/IIOP security

[# Monitoring and Tuning

Use Java 2 security to restrict application access to local resources.

® Java Authentication and Authorization Service
[# Troubleshooting
O Enable Javs Authentication SPI [JASPI)
[# Service int=gration
Providers
[® UDDI

User account repositol
posttory Use realm-qualified user names
Realm name

defaultwIMFileBasedRealm
" Security domains

" Externs| authorization providers

Current realm definition
Federsted repositories

" Programmatic session cockie configuration

Available realm definitions

Federated repositories |z| Configure. Set as cument

" Custom properties

5. Expand ‘Java Authentication and Authorization Service’ and click ‘J2C authentication data’.

The following screen is displayed.
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\ (- ) a https://ofss220137.in.oracle.com:9043/ibm/consele/securefsecurelogon.do

_C'HQSearcn

WebSphere.

‘ View: All tasks

B welcome

[+l Guided Activities
[+l Servers

# Applications

[ Services

[# Resources

= Security

Global security
Security demains
Administrative Authorization Groups
SSL certificate and key

Cell=ofs5220137 NodeQ 1 Cell, Profile=AppSrv01

Global s=curity

Global security > JAAS - 12C authentication data

Spacifies a list of user identities and passwords for Java(TM) 2 connactor security to use.

[ Prefsrences

Prafix new aliss names vith ths nods nams of the call (for compatibility vith sarier relass=s)

Close page

Field help

For fisld help information,
salact a field labal or list
marker when the help
curser is displayed.

Page help
More information about
this page

Command Assistance

View administrative
scripting command for last
action

Security auditing

Bus security

[# Environmant

(4 System administration
[# Users and Groups

[# Monitoring and Tuning
[® Troubleshasting

[# Service integration

[+ UDDI

Selel:t| Alias & User ID § Description &
You can administer the following resources:
ofss220137NodeQ1/FCI121ASK FC121ASK FC121ASK

ofs5220137Node01/FCUBS121 DEV

FCUBS121_DEV

FCUBS121_DEV

Total 2

6. Click ‘New'.

The following screen is displayed.
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(€ ) @ hitpsy/of=220131 inoracle.com9043/ibm/console/secure/zecurelogon.do a || Q Search B & & 4 ©- =|- H

Wehthei’é. Help | Logout

Cell=0fss220127 Node01Cell, Profile=AppSrv01
‘ View: All tasks

Global security
welcome

lobal i B henticati Field help
& Guided Activities > JAAS - 33C data > New... _ _
For field help information,
s Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. celect a field label or list
— General Properties marker vhen the help
| Appiie=ns cursor is displayed.
[ Services * Alias
[Fertrz ] Page help
[ Resources More information sbout
# User ID this page
(B == [Fertr2 ] fuspeas
Global security Command Assistance
Security domains # Password View administrstive
Administrative Authsrization Groups ‘ """ | scripting command for last
action

SSL certificate and key management Dascription
Security auditing [FerTra| |

Bus security

# Enviranmene

(4] System administration

[+ Users and Groups

[+ Manitoring and Tuning
[# Troublashaoting

[+] Service integration

¥ UDDI

< n 3

7. You need to define the connection properties. Specify the following details.
o Alias
e User ID of the Database
e Password of the Database
o Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in
the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select 'JDBC Providers’.

WebSphere.

View: All tasks

<

5 welcoms

[ Guided Activities
[ Servers
[ Applications
[ Services
=] Resources
B schedulers
¥ Object pool managers
E ImMs.
= JDBC
B IDBC providers
¥ Data sources

¥ Data sources (WebSphere Applica
Server V)

[# Resource Adaprers
[ Asynchranous beans
[# Cache instances
[ Mail
[ URL
[# Resource Environment
[ Security
% Environment
[ Systm administration
[ Users and Groups
[# Monitoring and Tuning

[ Troubleshasting

IDBC providers

Use this page to edit properties of 3 JDBC provider. The JDBC provider object encapsulates the specific JDBC
driver implamentation class for sccess to the specific vendor datsbase of your environment. Learn mere sbout
this task in a guided activity, A guided activity provides = list of task steps and more genaral information about
the topic.

= Scope: Cell=ofss220137Node01Cell
Scope specifies the level st which the resource definition is visible. For

detailed informatien on what scepe is and how it works, see the scope
settings help.

[ celi=ofes220137n0de01Cell [~]

# Preferances

Scope o Deseription 3

e S =]

Help | Logout

Close page

Field help

For field help information,
selact 2 fisld Iabel or list
marker when the halp
cursor is displayed.

Page help
More information sbout
this psge

Command Assistance

View administrative

command for last

3. Select ‘Node’ from the dropdown list.

3-5
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Click New, The following screen is displayed:

L " | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"c'HosSear\:h

WebSphere.

| View: All tasks

= welcome
[# Guided Activities
[#] Servers
@ Applications
[ Services
[=] Resources
¥ Schedulers
¥ Object pool managers
[ IM5.
= IDBC
¥ 1DBC providers
¥ Data sources

Server Vd)
[# Resource Adapters
[ Asynchronous beans
|# Cache instances
[ Mail
[ URL
[# Resource Environment
[+ Security
[#] Environment
[+ System administration
[#] Users and Groups
[ Monitaring and Tuning

[# Troubleshaoting

Ll

¥ Data sources (WebSphere Applical

Cell=0fss220137Node01Cell, Profile=AppSrv01

Create a new JDBC Provider

Step 1: Create new
JDBC provider

Stey Enter
database class path

information

Step 3: Summary

Create new JDBC provider

Set the basic configuration values of a JDBC provider, which encapsulates the
specific vender JDBC driver implementation classes that are required to access
the database. The vizard fills in the name and the description fields, but you
«can type differant values.

Scope

cells:ofs5220137Node01Cell:nodes:ofss220137Node0 1 :servers:serverl

+ Database type

Oracle

+ Provider type
Oracle JDBC Driver n

+ Implementation type
| Connection pool dats source |Z|

# Name
[oracle 1DBC Driver

Description
Oracle JDBC Driver

Clos= page

Field help
For field help information,
select 3 field labal or list
marker when the help
cursor is display=d.

4. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

Connection pool data source

Name

FCUBS

Description

FCUBS JDBC Driver

5. Click ‘Next'.

The following screen is displayed:

3-6
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¢ @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/secur 7 (4 | | Q, Search | ﬁ E 3+ 4 @v EUA . |

WebSphere. Help | Logout

Close page
| View: All tasks

welcome

[# Guided Activities Create a new JDBC Provider
7 =TS . e Enter database class path information
(& Applications JDBC provider
Servi Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
[#] Services Step 2: Enter your JDBC provider. This wizard page displays a default list of jars and allows you to set the
= s igimizes shes peiil environment variables that define the directory locstions of the files. Use complete directory paths
information when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
Sdizirles /home/dbzinst1/sqllibfjava on Linux({TM).
Object pool managers Step 3: Summary
[# IMs Entries are separated by using the ENTER key and must not contain path separator characters (such

= JDBC '+ ar 't'). If @ value is specified for you, you may click Next to accept the value.

IDEC providers
Data sources

m

Class path:

Data sources (WebSphers A
Server V4)

${ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
|+ Resource Adapters
[# Asynchronous beans
[#] Cache instances

& Mail

& URL

[# Resource Environment

Directory location for "ojdbcs.jar” which is saved as WebSphere variable
${ORACLE_IDBC_DRIVER_PATH}

[+ Security
|D: Softwares'ipplication Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle'JDBCY,

[# Environment

[¥] System administration

[+ Users and Groups
Previous | MNext | Cancel |

[# Manitaring and Tuning

[# Troubleshoating -

6. Provide the location of ojdbc6.jar. Click ‘Next'.

Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server
(eg: path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command

export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)Then give the “Directory
location for ojdbcé6.jar which is saved as Websphere variable

${ORACLE JDBC DRIVER PATHY}" as /scratch/app/WAS9/lib

The following screen is displayed.
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‘WebSphere Integrated Solu... %

| (' | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v & ‘ ‘ Q, Search ‘ ﬁ ‘ B 4+ # | @' w2 | hd . | =

WebSphere. | Logout

Cell=0fs5220137 Mode01Cell, Profile=AppSrvO1

| »

Close page

‘ View: All tasks

5 welcome

(¥ Guided Activities Creats a new JDBC Provider
[® Servers
[ Applications
[# Services
WVall
= Resaurces slues
n Scope cellsiofss220137Node01Cellinodes:ofs5220137 Nod=01 servers:serverl
Schedulers
¥ Object pool managers Step 3: Summary JDEC provider name Oracle JDBC Driver
& mMs Description Oracle IDBC Driver
= IDBC
Class path ${ORACLE_JDBC_DRIVER_PATHJ}/0jdbcs.jar
® 1DBC providers =
O GEsammess +{ORACLE_JDBC_DRIVER_PATH}| Ci\Oracle\appisarrathi\product12.1.0\dbhome_1%jdbe\libloidbes.jar
¥ Data suurc]es (WebSphere Appli Implementation dass name oracle.jdbe.pool.OracleConnectionPoolDataSource
Server V4.

[# Resource Adapters

revious Finish Cancel

& Asynchranaus beans

[ Cache instances

& Mail

B URL

[# Resource Environment
[+ Security
[+ Environment

% Systzm administration

[# Users and Groups
[# Monitering and Tuning

[ Troubleshooting -

7. Click ‘Finish’.
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3.3.3

he following

WebSphere Integrated Solu... x

screen is displayed.

"C'HO\SEWU’.'

WebSphere.

Welcome
[+ Guided Activities
[ Servers
# Applications
# Services
Bl Resources

Schedulers
Object pool managers
[# IMS5
= JDBC
IDBC providers
Data sources

m

Data sources [WebSphere applid
Server W4}

[#l Resource Adapters

@ Asynchronous bezns

[#] Cache instances

& Mail

[# URL

[#] Resource Environment
[ Security
[+ Environment

[+ System administration

[# Users and Groups
[# Menitering and Tuning

[# Troubleshooting -

8. Click ‘Save'.

| View: All tasks T

Ll —— ,

(' & hittps://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do

Cell=0fs5220137 Node01 Cell, Profile=AppSrv01

Fl

iDEC providers

2 Messages

B 5zve directly to the master configuration.

B Review changas bafore saving or discarding.

% Changes have been made to your local configuration. You can:

& The server may need to be restarted for these changes to take effect.

IDEC providers

Use this page to edit properties of a JDBC provider. The JDEC provider object encapsulates the specific
IDBEC driver implementation class for access to the specific vendor database of your environment. Learn
more about this task in 3 guided activity. A guided activity provides a list of task steps and more general

information about the topic.

= Scope: Cell=ofss220137Node01Cell, Node=ofss220137Noded1, Server=serverl

Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope

settings help.

| Node=ofss220137Nodel1, Server=serverl

[# Prefarences

| Logout

Close page .

Field help
For fiald help information,
selact a field label or list
marker when the help
curser iz displayad.

Page help
More information about
this pags

m

Command Assistance

View administrative

scripting command for last

action

Seled:| Name

|5mpEC

| Description

You can administer the following rescurces:

Creating Non XA Data Source

Follow the steps given below:

9. Login to the application server administration console.

10. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

3-9
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| €= | @ hitps:/ofss220137.in.oracle.com:9043/ibm/cansole/secure/securelagon.do v & || Q search

WebSphere. | Logout

Cell=0fs5220137 Node0 1 Cell, Profile=A Close page
‘ View: All tasks

Data sources

B welcome Id hel
Field help
Data sources

[+ Guided Activities For field help information,

@ servers Use this page to edit the settings of = datasource that is associated with your selected JDBC provider. The celect = field labal o list
datasource object supplies your application vith connections for accessing the database. Learn more about marker when tha halp
[ Applications this task in 2 guided activity. A guided activity provides a list of task steps and more general information cursor is displayed.
sbout the topic.
[# Services page hel
= Scope: Cell=ofss220137Nodeoicell age help
= Resources More information sbout
B Schedulers Scope specifies the lavel at which the resource definition is visible. For this page
B Shjace poolmanagars detailed information on what scope is and how it works, see the scope Command Assistance
& IMS settings help. Assista
View administrative
= IDBC

= scripting command for last
|cEll-ufsszzo137Nude01cEll El scripting command for last

® 1DBC providers
¥ Data sources

[# Prafarences

¥ Data sources [WebSphere Appli¢
Server v4) | mew... || Delete || Testconnection || Manage state... |
[ Resource Adapters

& Asynchranaus beans

[ Cache instances

Se\ect| Name & |JNDI name 3 |5|:Dpe = |Pn:wider 2 Description | Category &
& Mail
p— None

Total 0

[# Resource Environment

[+ Security
[+ Environment

% Systzm administration

[# Users and Groups
[# Monitering and Tuning

[ Troubleshooting -

11. Select “Scope’ from the drop-down list.

Click New, The following screen is displayed.
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WebSphere Integrated Solu..

[ (- a https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do e ‘ | Q, Search ‘ ﬁ ‘ E ¥+ @ 4 @v # |- . | =

WebSphere.

——— Cell=ofs5220137 Node01Cell, Profile=AppSrvO1
| View: All tasks

" welcome

[ Guided Activities Creste a data source
Sei
& Servers Step 1: Enter basic
# applications data source
= information Set the basic configuration values of a datasource for association with your
(2] SRA=s 1DBC provider. A datasource supplies the physical connections between the
B e application sarver and the database.
¥ Schedulers Requirement: Use the Datasources (WebSphere(R) Application Server v4)
= Object pool managers : Erizr conszole pages if your applications are based on the Enterprise JavaBeans(TM)
F IMs. EEZErEEITE (EIB) 1.0 specification or the Java(TM) Servlet 2.2 specification.
erties for the
E110BC source Scope
¥ 1DBC providers =|
B s comean e S [celis:ofss2201a7Nod=01 Cell
u I:E)a:a suVu;ces (webSphere Applic security aliases + Dats cource name
erver\4) - s |
[# Resource Adapters
[ Asynchronous beans # JNDI name
[#] Cache instances fidbe/fadevos|
[ Mail
i URL _tiestt |

[# Resource Environment
[# Security

[ Environment

[# System administration
# Users and Groups
[ Monitoring and Tuning

[# Troubleshooting -

Logout

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

12. Specify the data source name as ‘FCUBS DS'.
13. Specify the INDI name as ‘jdbc/fcjdevDS’.
14. Click ‘Next'.

The following screen is displayed.
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Closs page

o welcome

Field help
@ Guided Activities Creste a data source For field help information,
s elect = field label or list

marker when the help

® Applications == cursor is displayed.

Specify @ JDBC provider to support the datascurce. If you choose to ceate

@ Services 2 new JDBC provider, it vill be created at the same scope as the
© Resources P L datasource. If you are selecting an existing JDBC provider, only those
FrDICL providers at the current scope are available from the list.
B schedulers
¥ object pool managers
H ImMs =l ) Create new JDBC provider
= JDBC
o = @ Sselect an existing JOBC provider

JDBC providers
¥ Data sources
¥ Data sources (WebSphere Applic == vy

Server V4)
= Derby JDBC Provider
Oracle JDBC Driver (XA)

[# Asynchronous beans Ora DEC D
Previous Next Cancel

‘Oracle JDBC Drivar -

[+ Resource Adapters

[+] Cache instances
= Mail
[ URL

[# Resource Environment

¥ Security
[# Environment

[# System administration

[ Users and Groups
[# Monitoring and Tuning

[# Troubleshooting o

15. Select the option ‘Select an existing JDBC provider'. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next.
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('. & hitpsi//ofss220137.in.oracle.comi9043/ibm/console/secure/securelogon.do C'HQSE:JJ’:P.' | ﬁ B ¥+ @ R @' =

WebSphere.

Cell=ofs220137 NodeO1Cell, Profile=4ppSre01

Create a data source o

Welcome

Ficld help
@ Guided Activities Creats a data source For field help infarmation,
e select a field label or list

Step 1: Enter basic Enter database specific properties for the data source

[# Applications data source
information

marker when the help
cursor is displayed.

=
P EEmiE= Set thase database-specific properties, which are required by the database

wvendor JDBC driver to support the connections that are managed through
the datasource.

[=) Resources

Schedulers
Object pool managers Step 3: Enter
& IMs database specific Mame value
properties for the pp—
dbc:oracle:oc:@10.10.10.10: 1010 :KER,
= 1DBC rip— idberoracle od:@
IDBC providers = # Data store helper dass name
(EE ST Step 4: Setup | Oracle11g data store helper |Z|
Data sources (WebSphere Applid security alisses

Server 4} Use this data source in container managed persistence (CMP)

Step 5: Summary

[# Resource Adapters

[ Asynchroncus beans

Previous | Next | cCancel |

4] Cache instances
[ Mail
& URL

[ Resource Environment

[# Security
[ Environment

[#] System zdministration

[ Users and Groups
[# Monitering and Tuning

[# Troubleshooting -

L S T — >

16. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@ @//10.10.10.10:1010/KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV2
the instance name.

17. Select the data store helper class as ‘Oraclel1g data store helper’.
18. Click ‘Next’. The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.

1a ORACLE
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| View: All tasks -

= Welcome
%] Guided Activities
[ Servers
[# Applications
[ Services
[=) Resources
= Schedulers
= Object pool managers
Eims
= apec

= IDBC providers
= Data sources

# Resource Adapters
# Asynchronous beans
[ Cache instances
& mail
# URL
[# Resource Environment
1l Sacurity
(%) Environment
%] Gystem administration
[) Users and Groups
[# Manitoring and Tuning
[l Troubleshooting
[# Service integration

I+ uDDI

19. Click ‘Next'.

WebSphere Integrated Solu... %

= Data sources (WebSphere Application Server
v4)

The following screen is displayed.

Cell=ofs322007 5Nod=03Cell, Profile=FCIS121_ITR2

Create a data source

Create a data source

Step 4: Setup
security aliases

==

Setup security aliases

Select the authentication values for this resource.

Component-managed authentication alias
ofss220075Nod=03/R2SMS ¥

Mapping-configuration alias
(none) -

Container-managed authentication alias
ofss220075Ned=03/R2SMS ¥

Mote: You can create a new J2C authentication alias by accessing one of the folloving
links. Clicking on a link will cancel the wizard and your current wizard selections vill be
lost.

tication slias

Security domains

| € | @ https/0fss220137 in.oracle.com:9043/ibm/console/secure/securelogon.do

v @& || Q search

WebSphere.

‘ View: All tasks

" welcome

[+ Guided Activities
[ Servers

[ Applications

[+ Services

[ Resources

¥ schedulers
¥ Object pool managers
[ Ims
[ IDBC
™ 1DBC providers
¥ Data sources

Server V4]
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
[ Mail
[ URL
[# Resource Environment
[+ Security
[+ Environment
[+ System administration
[+ Users and Groups
[+ Monitoring and Tuning
[# Troubleshaoting
[+ Service integration
[ UDDI

¥ Dpata sources {WebSphere Applicatior]

Step 1: Enter basic
data source
information

Summary of actions:

Salect 10BC  [IEEETES Values
Scope cells:ofss220137Node01Cell:nodes:ofss220137Node01 :servers serverl
Step 3: Enter B (s
database specific — FelEsBs
properties for the
data source INDI name jdbe/fjdevDs
Select an
existing JDBC | Oracle JDBC Driver
provider

Step 5: Summary

Implementation
class name

aracle jdbe.pool.OracleConnectionPoolDataSource

URL

jdbe:oracle:oci:@10.10.10.10:1010 :KERDEV2

name

Data store
helper class

comuibm.websphere.rsadapter.Oracle11gDatastoreHelper

(cMP)

Use this data
source in
container
managed
persistence

true

alias

Component-
manzged
authentication

©ofss220137Hode01/FCUBS121_DEV

alias

Mapping-
configuration

(none)

alias

Container-
managed
authentication

(none)

Previous Finish | Cancel

Close page
Help E

Field help

marker when the help
cursor is displayed.

Field help
For field help inform
select = field label o —
marker when the hel
cursor is displayed.

< [

20. Click ‘Finish’.
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WebSphere.

Help | Logout
——————————————— |, | Cell=0fss220137Node01Cell, Profile=AppSr01 Close page
‘ View: All tasks I
| |
W welcome
= Field he|
[+ Guidad Activitizs 5 Massages For field
(| TS (% Ghanges have been made to your local conBiguration, You can: f::;‘:
[# Applications B Szve directly to the master configuration. cursor igl
[ Services B Review changes before saving or discarding.
[l Resources =
B Schedulers O\ The server may naed to be restarted for these changes to take sffact. this pag
B ob
Object pool managers Comma
EITTS Data sources View =d)
[SE[):Te3 scripting
O mEEpm L Use this page to edit the settings of a datasource that is associated vith your selected JDBC provider. The datasource object action
0 3 supplies your application with connactions for accassing the database. Learn more about this task in & gquided activity. A guided
Data sources M . N N N
activity provides = list of task steps and more general information sbout the topic.
B Data sources (WebSphere Applica
Server \/4) =l Scope: Cell=ofss220137NodediCell, Noda=ofs5220137Node01, Sarver=serverl
[ Resource Adapters Be
[ Asynchronous beans Scope specifies the level at which the resource definitien is visible. For detailed information
o on what scope is and how it works, see the scope settings help.
[ Cache instances
& Mail | Node=ofss220137Node01, Servar=serverl El
& URL
[ Resource Environment [ Preferences
& Security | Wew.. || Delete || Testconnection || Manage state... |
Ei it
[#] Environmen
[+ System administration
— SEIe\:t|Name kol ‘JNDI name % |Smpe ] ‘ Provider 27 |Dgr.n’ption 2] |Caoagury ]
[ Users and Groups
“fou can administer the following resources:
F Monitoring and Tuning
ECUBS DS idbeffodevDs1 Node=ofss220137Node01,Sarver=sarverl | Oracle New JDBC
[+ Troubleshooting = JpeC Datasource =
L ’ « 1 »

21. Click ‘Save’.
22. Following steps needs to be followed only for Non-XA datasources

23. Click on the newly created Non-XA datasource, in our example “FCUBS DS". The following
screen is displayed
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WebSphere.

| View: All tasks -

B welcome

|+ Guided Activities
[ Servers

|+ Applications

[ Services

= Resources

B Schedulers
™ Object pool managers
@ IMS
BJDBC
¥ IDBC providers
¥ Dara sources

¥ Data sources [WebSphere Application
Server\i4)

[#l Resource Adapters
[ Asynchrenous beans
[ Cache instances
[ Mail
[ URL
[# Resource Environment
& Security
[ Environment
[+ System administration
[ Users and Groups
[# Monitering and Tuning

[# Troubleshosting

[ Service integration

Cell=0fs5220233Node0 1 Cell, Profile=FPCFL Close page

T |

Data sources > Default Datasource

Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object supplies your,
application with connections for accessing the database.

Configuration

‘

Ceneral Properties

Additi Properties
# Scope n

Connection pool

|ce|ls:ofssZZUZBENodEDlCEH:nudes:UfssZZDZBBNUdEDL:servars:servarl

u [prey
# Provider webSphere)

|JDEIC Provider

* Ham= " Custom
[Fcues ps | properties
INDI name
[idbe/fgdevns |

Related Items
Use this data source in container managed persistence {CMP)

© Jams - J2c
authentication
data

Description

Datasource for the WebSphere Default Application

Catagory

properties ]

-

24. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”

on the right side.
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WebSphere Integrated Solu... x\+

€ | @ hitps://10.184.133.191:9043/ibm/ console/login.do?action=secure

& || Q Search wE ¥+ AHdAd D o= =

WebSphere. -7 T

Close page 4

View: All tasks +|
Data cources OE T

Welcome
TR = Data sources > Default Datasource > WebSphere Application Server data source properties Field help
For field help infor
Servers Use this pzge t‘o set WebSphere(R) Application Server connection management-specific proparties that affect a salect = fisld labsl
connection pool. marker when the h
1 Applications confiaurat cursor is displayed
onfiguration
& Servi
[ Services Page help
= Resources c P More information =
eneral Properties
Schedulers this page
Object pool managers Statement cache size L
 IMs [10 statements 3

= JDEC [a]
JDBC providers

Enable multithreaded access detection
Bar cames : Enzble datsbase resuthentication
Data sources (WebSphere Application |
Server va)

oo

Ensble IMS one-phase optimization support
Resource Adapters

=

[# Asynchronous beans Log missing transaction context

Cache instances
Mail
URL Error detection model =
(o= Ei s ) Use WebSphere Application Sarver exception chacking model

Securiry @ Use webSphare Applicstion Server exception mapping model

Environment

System administration Connection validation properties

Users and Groups 7] validate naw connections

Monitaring and Tuning
100

[ Troubleshsoting

Service integration i 3 .

| . » « il r

25. Select the checkbox “Non-transactional data source”.

26. Click Apply button and Click Save link.

Note the following

e You need to create another data source for Oracle FCUBS with the JNDI nhame ‘<Non-XA
FCUBS HOST JNDI name>_ASYNC'. For example, if the Oracle FCUBS HOST Non XA
data source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source
for FCUBS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI nhame ‘<Non-XA FCUBS BRANCH
JNDI name>_ASYNC'.

e You need to create another data source for Oracle ELCM with the JNDI name
‘ENTITY_ID JNDI name>_EL'. For example, if the Oracle FCUBS HOST Non XA data
source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for
FCUBS with the JNDI name ‘jdbc/fcjdevDS_EL’. Ensure that the check box “Non-
transactional data source” is unchecked for ELCM data source.

o Tthe following are the list of datasources that can be created depending on the
requirement. Please refer to the document Resources_to_ be_created.docx for more
information -

Purpose Datasource Name JNDI Name

FCUBS FCUBS Data source jdbc/fcjdevDS

ORACLE
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

SMS SMS Datasource

jdbc/fcjdevDSSMS

VAMS VAMS DATASOURCE

jdbc/fcvamDS

Gateway FLEXTEST.WORLD

FLEXTEST.WORLD

Async data source FCUBS DS_ASYNC

jdbc/fcjdevDS_ASYNC

Scheduler Scheduler_Datasource

jdbc/fcjSchedulerDS

3.3.4 Testing Data Source

Follow the steps given below:
1. Select the data source as shown in the figure.

WebSphere Integrated Solu... %

| € | @ hitps://10.184.133.191:9043/ibm/ console/login.do?action=secure

WebSphere. [ [

Help

| Logout

2. Click ‘Test connection’ button.

On successful creation, the following message is displayed.

3-18

| a| Cell=ofss220239Node01Cell, Profile=FPCFL Close page .
View: Al tasks v
Cr—— |
Welcome 1 hel
Field help
[+ Guided Activities Data sources For fiald help inf
or field help info
Servers Use this page to edit the settings of = datasource that is associated with your selected JDBC provider. The select a field labs
datasource object supplies your application with connections for accessing the database. Learn more about this marker when the|
Applications task in a guided activity. A guided activity provides a list of task steps and more general information about the curser is displaye
topic.
Services o Page hel
(= Scope: C 1Cell, Node=of: 1 age help
[ Resources More information
Schedulers Scope specifies the level at which the resource definition is visible. For this page r
Object pool managers detailed information on what scope is and how it works, see the scope Command Assist
o ms ssttings hels. | Assist
View administrati
JDBC pting
a ‘ Node=ofss220235Node01 |Z| Sereting commar
JDBC providers Ection
Data sources ! breferences
Data sources (WebSphere Application |=
Server 4} | Mew... || Delete || Test connection | Manage state... |
Resocurce Adapters
Eae= L
T —
Cashelinetancas Se\al:t‘ Name & |JNDI name 2 |5cope ) |pruvrder % | Description £ | Category £
Mail
You can administer the following resources:
URL
R EranchDs jdbo/fjdevDSBranch | Node=ofss220235Noded1 | Orade New JDBC
JDBC Datasource
[ Driver (XA)
Envirenment
[ System administration DSXA jdbo/fgdevDs_XA Node=ofss220238Node01 | Oracde New IDBC
Jpec Datasource
u d G
S=oELE S Driver [XA]
Monitoring and Tuning
Troubleshooting o
FPPATCHSTAGE | jdbe/FPPATCHSTAGE | Mode=ofss220239Node01 | NONXA DS Mew JDBC
Service integration i e ‘_
« m 3 4 m +
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701755465&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1508149909148&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504691752011&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

WebSphere.

| Cell=ofs5220235Nade0 Cell, Profile=FPCFL Close page  »
| View: All tasks + =
B welcome
— Field help
2 EHEE R E Messagas For field help infc
& Servers [} The tast connection operation for data source BranchDS on server servarl at SEIT E\:fld Itahbe
marker when the
& Applications node ofss220239Node01 was successful. rurzor is diaploye
Services
= Page help
£l Resources Data sources Meore informstion| =
B Schedulers Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The this page
O sl s datasource object supplies your application vith connections for accessing the database. Learn more about this Command Assict]
s task in a guided activity. A guided activity provides s list of task steps and more general information about the Assi
© topic. View sdministrati
= IDBEC seripting commar
B JDBC providers = Scope: Cell=ofss220239Noded1Cell, Node=ofss220229Node0l action
[ ]
| Do soures L Scope specifies the lavel st which the resource definition is visible. For
(et e (S A |© detailed information on what scope is and how it works, see the scope
Server\ia)
settings help.
[#] Resource Adapters
e P ‘ Node=ofss220233Nod=01 |Z|
[ Cache instances
[ Mail [# Preferances
B URL | new.. || Delete || Test connection | Manage state... |
[ Resource Environment
[ Security
& Environmant SE\ect‘ Name 2 | JNDI name o | Scope I | Provider {; | Description o | Category &
& System administration You can administer the following resources:
U Eo o @ rees BranchDs jdbc/fejdevDSBranch | Node=ofss220239Node01 | Oracle New JDBC
Ipec Datasource
[ Monitoring and Tuning Driver (XA)
[# Troubleshooting I
[ Service integration - jdbc/fcdevDS_XA Node=ofss220239Node01 | Oracle New JDBC -
« I vl R I v
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3.3.5 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers'.
The following screen is displayed.

Wehsuh‘e}e.

Cell=ofs5220137 Nod=0 1 Cell, Profile=AppSrv0i Closs page
| view: All tasks

1DBC providers

Welcame 1d hel
. Fiel elp
- IDBC providers
| G A For fiald help information,
T earvers Use this page to edit properties of 2 JDBC provider. The IDBC provider object encapsulstes the specific IDBC select a field label or list
driver implemantation class for access to the spacific vendor database of your environment. Learn more about marker vihen the help
[+l Applications t:ls task in a guided sctivity, A guided activity provides = list of task steps and more general information about cursor is displayed.
the topic.
[# Services P hell
[ Scope: Cell=ofss220137Node01Cell Page help
(= Resources More information about
Schedulers Scope specifies the level at which the resource definition is visible. For this ozsge
s morrs detailed information on what scope is and how it works, ses the scope Command nce
Hms settings help. )
View administrative
JDBC scripting command for last
= [ cell=cfss220137Neden1Cell -] seieting command for lazt
action

JDBC providers

Data sources [# Preferances

Data sources (WebSphere Applica
Server v4)

[ Resource Adaptars

[ Asynchrenous beans

[# Cache instances
[ Mail
[ URL

[# Resource Enviranment

Scope O Description

[ Security

(¥ Environment

[+ System administration
[+ Users and Groups
[+ Monitaring and Tuning

[ Troubleshooting
4 m ]

3. Select ‘Node’ from the drop-down list and click ‘New’ button.

The following message is displayed.
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WebSphere.

- 0

s & & A4 G-

B welcome
|+ Guided Activities
[ Servers
|+ Applications
[T Services
=l Resources
¥ schedulers
B Object pool manzgers
[ IMS
= JDBC
B JDBC providers
¥ Data sources

n

¥ Data sources (WebSphere Applica
Server v4)

[# Resource Adapters
@ Asynchranous beans
[#] Cache instances

[ Mail

[ URL

[ Resource Envirenment
[ Security
[ Envirenment

[ System administration

[ Users and Groups
[ Monitoring and Tuning

[# Troublesheoting <

Logout

Field help

Close page

For field halp information,

Step 2: Enter
database class path
information

Step 3: Summary

Create new JDBC provider

Set the basic configuration values of a JDBC provider, which encapsulates the
=specific vendar IDBC driver implementation classes that are required to access
the database. The vizard fills in the name and the description fislds, but you

can type differant values.

Scope

|cE|Is:Uf§5220lB?NUdEDlCE\I:nudas:Ufs5220lB?NUdEDl:servErs:servErL

# Database type

Oracle

# Provider type
Oracle JDBC Driver =
# Implementation type

[ dota source B

# Name

|Oracle JDBC Driver (XA)

Description

Oracle JDBG Driver (Xa)|

sslect = fizld labsl or list
marker when the help
cursar is displayed.

4. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

XA data source

Name

FCUBS Oracle JDBC Driver (XA)

Description

FCUBS Oracle JDBC Driver (XA)

Click next, the following message is displayed.

3-
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WebSphere. Help | Logout
Cell=ofs3220137
welcome
= : Field hel
[ Guided Activities Cresta 3 new IDEC Provider For fisld
[+ Servers - select 3
Enter class path arkar
[ Applications cursor is
Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to define
i Services Step 2: Enter vour JDEC provider. This wizard page displays a default list of jars and allovs you to set the
= e LEe Ll L cnvironment varisbles that define the directory locations of the files. Use complete directory paths
information vhen you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windovs(R) or
Scheculers /home/db2inst1/sqllib/java on Linux(TM).
Object paol managers
M IMs Entries are separated by using the ENTER key and must not contain path separator characters [such as
= 108C ' or '+'). If @ value is specified for you, you may dick Next to accept the value.
IDBC providers E
Data sources Class path:
Data sources (WebSphere Applica
Server v4) £[{ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
[# Resource Adapters
[# Asynchronous beans
4/ Cache instances
Mail
= Pooly
@ URL
[ Resource Environment
Directory lacation for "ajdbes.jar” which is saved as WebSphere variable
[+ Security £{ORACLE JDBC DRIVER PATH}
[m Files\IEM\WebSshere\AppServerioptionalLibraries!Oracle'jdbd]
[# Environment
[# System administration
[# Users and Groups
Pravious | Next | Cancel
[# Monitaring and Tuning Q
[# Troubleshaoting =
< . 3 4 i | [3

5. Specify the location of ojbc6.jar and click next.

Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server
(path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command
export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)
Then give the “Directory location for ojdbc6.jar which is saved as Websphere variable

6. ${ORACLE JDBC DRIVER PATH}" as /scratch/app/WAS9/lib

The following screen is displayed.
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| ‘- | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do

_c||0.Search

WebSphere.

Cell=ofss220137 NodeO1Cell, Profile=4ppSrvD1

| View: All tasks

B welcome
[ Guided Activities
[® Servers

[ Applications
Summary of actions:

Logout

Values

¥ Services
(= Resourcas Sptions
B Schedulers Scop=

cells:ofss220137Node01Cell:nod,

20137Node01:servers:sar

¥ Object poel managers =¥ Step 3: Summary JDEC provider name

Oracle JDEC Driver (XA)

H IMS. Description

Oracle JDEC Driver (XA)

= JDBC

Class path
' IDEC providers

${ORACLE_IDBC_DRIVER_PATH}/ojdbcé jar

¥ Dats sources ${ORACLE_IDBC_DRIVER_PATH}

C:\Oracle\apphsarrathi\praduct\12.1.0\dbhome._1Yjdbe\lib\ojdbes.jar

¥ Data sources (WebSphere Applica

Implementstion class name
Server V)

oracle.jdbc.xa.client.OracleXADataSource

[# Resource Adapters

Pravious Finish Cancel

@ #synchronous beans

[#] Cache instances

& Mail

& URL

& Resource Environment
[+ Security
[l Enviranment

[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[# Troubleshooting -

7. Click ‘Finish’.

The following screen is displayed.
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L ‘- | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere.

Cell=ofss220137 NodeO1Cell, Profile=AppSrvd1

| »

Closs page
| View: All tasks

10EC providers

" welcome
. Field help
Guid Activiti
[+ Gui ivities =M ges For field help information,

& Servers & Changes have been made to your local configuration. You can: sel=ct 5 fisld label or list
marker whan the help

[ Applications cursor is displayed.

B Ssve directly to the master configuration.

[+ Services B Review changes before saving or discarding.

Page help
|- Resources More information about

B Schedulers 5 The server may need to be restarted for these changes to take effact. this page

¥ Object poel managers

Command Assistance

e JIDBC providers View administrative r
= JDBC scripting command for last
B 1DBC providers L Use this page to edit properties of = JDBC provider. The IDBC provider object encapsulates the specific IDBC action

driver implementation class for access to the specific vendor database of your environment. Learn more about
this task in a guided activity. A guided activity provides a list of task steps and more general information
about the topic.

¥ Dats sources

¥ Data sources (WebSphere Applica
Server V)

[ Resource Adapters B Scope: Cell=ofss220137NodediCell, Node=ofss220127Noded1, Server=serverl

A h [
[ Asynchranous baans Scope specifies the lavel at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
[# Mail settings help.
& URL

[ Resocurce Envircnment

[#] Cache instances

| Node=ofss220137Node01, Server=serverl E

[+ Security & Preferences

[ Environment

[+ System administration

[ Users and Groups

s.alect| Ha & |5]; I | [ENS—Y
[# Manitaring znd Tuning me pe iption

& Troubleshaoti il You can administer the following resources:
roubleshooting

| Derby JDEC Provider | Node=ofss220137Node01,Server=serverl | Derby embedded non-XA

8. Click ‘Save'.

3.3.6 Creating XA Data Source

Follow the steps given below:
1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.
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L ‘- @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.de

WebSphere.

| View: All tasks

B welcome
[ Guided Activities
[® Servers
[ Applications
[® Services
[= Resourcas
¥ Schedulers
¥ Object poel managers
E IMS,
= JDBC
' IDEC providers
¥ Data sources

Server va)

[# Resource Adapters

[# Asynchronous beans

[#] Cache instances

& Mail

B URL

& Resource Environment
[+ Security
[l Enviranment
[+ System administration
[l Users and Groups

[ Monitaring and Tuning

[# Troubleshooting
4

¥ Data sources (WebSphere Applica

Cell=ofss220137 NodeO1Cell, Profile=AppSrvd1

Data sources

Data sources

Use this page to edit the settings of a datasource that is associated vith your selected JDEC provider, The
datasource object supplies your application with connections for accessing the database. Learn more about this
task in a guided activity. A guided activity provides a list of task steps and more general information about the
topic.

E Scope: Cell=ofss220137NodediCell
Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, see the scope
settings help.

[ celi=ofzz220127N0de01Cell |

[# Preferences

| Mew... || Delete || Test connection || Manage state... |

Seled:|l\lame 3 |JND1 name o |Soupe 2 |Pﬂ:wider 2 Description & | Category &

None

Total 0

Closs page

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

‘Command Assistance
View administrative

scri command for last
sction

3. Select ‘Scope’ from the dropdown list and click ‘New’ button.
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WebSphere Integrated Solu... *

The following screen is displayed.

v ¢ ‘ | Q search

WebSphere,

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

| View: All tasks

B welcome

[ Guided Activities
[¥ Servers

[# Applications

[# Services

|- Resources

= Schedulers

¥ Object pocl managers
M5

E1IDBC

¥ 1DBC providers
[}

Datz sources

Datz sources (WebSphere Application
Server V4}

[+ Resource Adzpters
[ Asynchranous beans
[ Cache instances
[ Mail
[# URL
[#] Resource Environment
[+ Security
[# Environment
[+ System administration
[# Users and Groups
[# Manitaring and Tuning

[# Troubleshooting

Create a data source

Create a data source

Step 1: Enter basic
data source
information

database specific

ias for the

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

Enter basic data source information

Set the basic configuration values of a datasource for association with your
IDEC provider. A datasource supplies the physical connections between the
application server and the database.

Requiremant: Use the Datasources (WebSphere(R) Application Server V4)
console pages if your applications are based on the Enterprise JavaBeans(TM)
(EJB) 1.0 specification or the Java(TM] Servlat 2.2 specification.

Scope

[c=lisiofss220137Nod=01Cellinodes ofss220137Hod=01 iserversisarvert |

# Data source name

[Fcues os

# JNDI name

[idbesfcischadularps

Close page

Field help

For field help information,
select = fisld label or list
marker when the help
cursor is displayed.

4. Specify the following details:

Data source name

FCUBS Scheduler Data source

JNDI Name

jdbc/fcjSchedulerDS

Click next, the following screen is displayed.
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WebSphere.

fss220137 Node01Cell, Profile=A Close page

ate a data s
= welcome

Field help
Guided Activiti
[+ Gui ivities Create a data source For field help information,
[+ Servers = _ select = field label or list
Step 1: Enter b
— .::p . n:r asic Select 1DBC provider marker when the help
# Applications SSES S ares cursor is displayed.
—— information Specify a IDBC provider to support the datasource. If you choose to create
rvices

a new JOBC provider, it vill be created st the same scope as the

Step 2: Select JDBC datasource. If you are selecting an existing JDBC provider, only those

[= Resourcas

provider providers st the current scope are available from the list.
¥ Schedulers
¥ Object poel managers Step 3: Enter
[ IMS. database specific ) Create new IDBC provider
properties for the
= JDBC

data source

@  Select an existing JDBC provider

Oracle JDBC Driver (XA) ﬂ

' IDEC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server V)

[# Resource Adapters

[# #synchronous beans
Previous | Mext | Cancel |

[#] Cache instances
& Mail
& URL

[ Resocurce Envircnment

[+ Security

[ Environment

[+ System administration
[l Users and Groups
[¥l Monitoring and Tuning

[# Troubleshooting -
4 1 (3

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)' from the drop-down list and click next.

The following screen is displayed.
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WebSphere.

Cell=ofs3220137 Node01Cell, Profile=AppSrv01

Create a data source =

| View: All tasks

welcame b
Field help
Guided Activit
= inEs Creste 3 dats source For field help information,
[ Servers select = Field label or list

Step 1: Enter basic Enter database specific properties for the data source
@ Applications dat= source
infarmation

marker when the help
cursor is displayed.

Services
= Set these database-spedific properties, which are required by the database

vendor JDBC driver to support the connections that are managed through
the datasource.

[l Resources

Schedulers
Object posl managers Step 3: Enter
& Ms database specific s valus
properties for the = UL - = = =
= IDEC e fidbeioracleoci:@10.10.10.10:1010:KER
JDBC providers = # Dats store helper class name
Data sources S8 S | Oracleiig data store helper |Z|
Data sources (WebSphere Applid security aliases
Server V4) Use this data source in container managed parsistance (CMP)

Step 5: Summary
[# Resource Adaptars SEPERE +

[# Asynchronous beans .
[#] Cache instances EXEND | Nexct ‘ Cancel ‘
[ Mail
[# URL

[ Resource Environment
[# Security
[ Environment

[+ System administration

[ Users and Groups
[# Monitering and Tuning

[# Troubleshooting o

6. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle: thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oraclel1g data store helper'.

8. Click ‘Next’.

The following screen is displayed.

Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.
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WebSphere. [

Servers

Applications

Services

=l Resources

Schedulers

Object pool managers

IMs

=l 1pBC
JDEC providers
Data sources

Datz sources (WebSphere Application Server
va)

Resource Adapters

Asynchranous heans

Cache instancas

Mail

URL

Rezourcs Environmaent

= Security
Global security
Security domains
Administrative Autharization Groups
SSL cerificate and key management
Security auditing
Bus security

Enviranment

‘System administration

Users and Groups

Manitering and Tuning

Troubleshasting

Servic

int=gratian

9. Click ‘Next'.

Step 1: Entsr basic

Setup security aliases

Select the authentication values for this resource.

Authentication alias for XA recovery
ofss220075Hede03/R2SMS ¥

Component-managed zuthentication alias
ofss220075Hode03/R25MS  ~

Mspping-configuration alias
(none) hd

Container-managed authentication alias.
ofss220075Node03/R2SMS ¥

Note: You can create 3 new J2C authentication alias by accessing one of the folloving
links. Clicking on a link vill cancel the wizard and your current wizard selections will be
lost.

Global J2¢

thentication alias

Security domains.

Bravious

The following screen is displayed.
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| View: all tasks - ‘ Call=ofz:22007 5Node03Call, Profile=FCIS121_ITR2 Closa page
Create a data source H =
welcome
X . Field help
[ Guided Activities Create a data source. For field help information,

select a field label or list
marker vhen the help
cursor is displayed.
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WebSphere Integrated Solu.. *

[ 4 | @ hitps://afss220137.in.oracle.com:9043/ibm/console/secure/securelagon.do va \ | Q search

WebSphere.

Help | Logout
- = - == - : = = =3 e
‘ View: All tasks - —
B welcome
Field help
- o Create a data source
Guided Activiti
GG ivities For fiald help i
[® Servers S Summary select = field |
marker when t
[ Applications information Summary of actions: cursor is displz
[ Services
Step 2: Options Values
|= Resources provider
Scope cellsiofss220137Node01Cell:nodes:ofss220137Node0 1 iservers iserverl
= Schedulers e B .
. = = source
= Object poal managers P iy FCUBS DS
[ IMS properties f
o Ipac JNDI name jdbe/fjSchedulerDs1
¥ IDBC providers Select an
[ ] existing JDBC | Oracle JDBC Driver [XA]
e Ear=zs security aliases pruvrd:r o)
® Data sources (WebSphere Application
ETUEAY Step 5: 51 Impl tati
SRR mplementation| - e.jdbc.oa.dient.OracleXADataSource
[# Resource Adapters class name
[# Asynchranous heans URL jdbe:oracle:oci: @10.10.10.10:1010: KERDEVZ
@ Cache instances e —
[# Mail helper class com.ibm.websphere.rsadapter.Oraclel 1gDataStoreHelper
[# URL name
[# Resource Environment Use this data
source in
) Security cantainar
e true
[# Environment Co=hEE
persistence
[+ System administration (cMP)
[¥ Users and Groups Authentication
alias for XA ofss220137Node01/FCUBS121_DEV

Menitoring and Tuni
[# Menitoring and Tuning recaveny

T

WebSphere, | Logout

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01 Close page .

‘ View: All tasks -

Data sources 7=

B welcome
[+ Guided Activities

=l Massages

| EEE & Changes have been made to your local configuration. You can:
[+l Applications B Save directly to the master configuration.
[#l Services B Review changes before saving or discarding. =
[l Resources

B Schedulers & The server may need to be restarted for these changes to take effect.

¥ Object pool managers

B IMS L

= Data sources
EI0BC
B IDEC providers Use this page to edit the settings of a datasource that is associsted with your selacted JDBC provider. The datasource object supplies

your application with cannections for accessing the database. Learn more about this task in a guided activity, A guided activity

[}
Data sources provides = list of task steps and more general information sbout the topic.

B Dara sources (WebSphere Application
Server V4) =l Scope: Cell=ofss220137Nede01Cell. Node=0fss220137Node01. Server=serverl

[ Resource Adapters
Scope specifies the level at which the resource definition is visible. For detailed information

Asynch be
Eleevachianons]ians on what scope is and how it works, see the scope settings help.

[ Cache instances

& Mail | Node=ofss220137Node01, Servar=servert El
& URL
[ Resource Enviranment E Preferances
| Smy I | new... || Delete || Tast connection || Manage state... |

[+ Environment

[ System administration

SEIect‘Name 8 |JNDI name & |5mpe @ ‘ Provider ‘D\Su’ipb'un 2] |CabEgury B

[# Users and Groups

You can i the resourcas: =
n 3

11. Click ‘Save'.
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The following are the list of XA datasources that can be created depending on the
requirement.Please refer to the document Resources_To_ Be_ Created.docx for more

information-
Purpose Datasource Name JNDI Name
Schedular Schedular_XA jdbc/fcjSchedulerDS
FCUBS FCUBS DS _XA jdbc/fcjdevDS_XA
Branch FCUBS DSBranch jdbc/fcjdevDSBranch

s ORACLE


https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=-917680048&EditAction=true&refId=DataSource_1504691829165&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

3.3.7 Testing Data Source

Follow the steps given below:

Select data source as given below.
WebSphere Integrated Solu... %

\(_-/-) & httpsi//ofss220137 in.oracle.com:9043/ibm/console/secure/securelogon.do v %®B & & 4 @ < - @A

WebSphere. Help | Logout

=
View: All tasks —=
‘ =z | Node=ofss220137Nod=01, Server=serverl |Z|

¥ welcome
[ Preferances
|+ Guided Activities

e | Wew.. || Delete | Test connection | Manage state.. |

|+ Applications

[# Services

Se\ect‘l\lame £ ‘JNDI name J |Scnpe o] Provider | Description 5 | Category 3 P
S| EmEITEE You can administer the following resources: ¥
L] o
S FLEXTEST.WORLD | FLEXTEST.WORLD |HNode=ofss220137Node01,Server=sarverl | Oracle New JDBC
B Object pool managers 1DBC Datasaree o
B IMs = Driver yl
= JDBC =
™ JDBC providers POSSTEST.WORLD  POSSTEST.WORLD |Hode=ofss220137Node01,Server=sarverl | Oracle New IDBC 2|
™ Data sources JDBC Datasource
¥ Data sources (WebSphere Application Driver (XA)
Server W4}
¥ Resource Adapters
[ Asynchronous beans foSchedulerDs jdbc/fejSchedulerDs | Node=ofss220137Node01, Server=serverl | Oracle New JDBC g
[ Cache instances mee — Datasource
river
& Mail
[ URL
[# Resource Enviranment fridevDS jdbc/fedevDS Node=ofss220137Mode01,Server=sarverl | Oracle New JDBC
= Ol JDBC Datascurce
Bl Security Driver (XA)
[+ Envirenment
|+ System administration
Total 4 |
[+ Users and Groups o

Click ‘Test connection’ button. The following screen is displayed on successful creation
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WebSphera. Help | Logout
4| Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page .
‘ View: All tasks * =

Welcome
‘Guided Activities Fl (oS
SLI=S [} The test connaction operation for data source fgSchadulerDS on server serverl at node L
Applications ofss220137Node01 was successful. B
Services
5l Resources Data sources > fcjSchedulerDs

Schedulers Use this page to edit the settings of a datasource that is associated with your selected JDBC provider, The datasource object supplies your

Object poel managers

application vith connections for sccassing the database.
IMS
[SELE:

Configuration
JDBC providers

Data sources | Test connection

Data sources (WebSphere Application

m

Server V)
Resource Adapters General Properties A
[ Asynchronous beans + Scope
. Connection pool
Cache instances
|:EH;mF55220137N0deﬂlcallmndas:nFssZZﬂlB?NndeDUserverslsarverl properties,
Mail
WebSphere
GEL * Provider Applicstion Server
Resource Enviranment |DraE|E JDBC Driver (XA) dats source
; = properties
[ Security # Name
= Custom
Environment [feischedulerps | properties
‘System zdministration JNDI name
idbg/fgjSchedulerDs
[ Users and Groups lidbe/taschaduler ]
4 — Related Items X
< " r « T ] 3

3.4 Creating JMS Resources

3.4.1 Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console
In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:
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WebSphere Integrated Solution... %

(') L4 | & https://10.184.133.191:9043/ibm/consale/logon,jsp

WebSphere.

WebSphere Integrated
Solutions Console

UserlID:

Licensed Materials - Property of IBM (c) Copyright I1BM Corp. 1957, 2011 All
Rights Reserved. IBM, the IEM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldvide. Other product and service names might be
trademarks of IEM or other companies. A current list of IBM trademarks is
availzble on the Web =t Copyright and trademark information.

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere Home page .Expand ‘Resources’ and select ‘JMS’. Click ‘Queue
connectlon factories’. The following screen is displayed.

v ¢ ‘ | Q, Search
WebSphere.
Cell=ofs5220233Node0 1 Cell, Profile=FPCFL Close page
‘ View: All tasks
Queue connection factories
B welcome
| it P Queue connection factories Field help
For field help information,
Heavers A gqueus connection factory is used to create connections to the associated JMS provider of the JMS queue selact = field label or list
[l Applicat destinations, for point-to-point messaging. marker when the halp
ications i
s ) Scopa: Cell=ofss220229Node01Cell cursar is displayed.
[ Services
o . S " Page help
T Scope specifies the level at which the resource definition is visible. For . b
El detailed information on what scope is and how it works, see the scope More information about
B Schedulers settings help. this page
B object poel managers
ATE [ celi=ofss220228Naden1Cell -]
B 1MS providers
¥ Connection factories L & Praferences
¥ Queue connection factories 3 El
B Topic connection factories
¥ Queues
B Topics
B activation specifications 5elect| Mame % INDI name I Provider 5 Description Scope
[ JDBC Mone
Resource Adapters
- & Total 0
[ Asynchronous beans
[ Cache instances
@ Mail
B URL
[# Resource Environment
[ Security
[ Environment
(% System administration
[#] Users and Groups
[ Manitoring and Tuning <
< 3 < 0 3

5. Select ‘Scope’ from the drop down list and click ‘New’ button.

The following screen is displayed.
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WebSphere Integrated Solu... %

| (- @ https://10184.133.191:9043/ibm/ consele/login.doaction=secure v ‘ | Q, search

WebSphere.

Cell=ofss220229Node01Cell, Profile=FPCFL Close page
‘ View: All tasks

Queue connection factaries
B welcome

- — Queue connection factories > Select JMS resource provider Field help
[+ Guided Activities . .
For field help information,
[ Servers Scope |cells:ofss220239Noden1 Cell select 3 field Iabel or list
. marker when the help
[ Applications cursor is displayed.
T Select the provider with which to create the Queue connection factary. The following providers support
the selected resource type and are svailable at the selected scope. Page help

=) Resources Mere information sbout

B Schedulers © Defout ) . this page

B Object posl managers autm aing provicer

B IMs

@ \websphare MQ massaging providar
B IMS providers

Connection factories

Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queues
® Topics

B Activation specifications
@ JDBC
[+ Resource Adapters
& Asynchronous beans
[ Cache instances
& Mail
& URL

[ Resource Environment

[# Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %

6. Select ‘Websphere MQ messaging provider’ and click ‘OK’.

The following screen is displayed.
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WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere.

| Logout

o~ MQIMSResource.displayName
‘ View: All tasks - —

Clos= page

" welcome Help =
[# Guided Activities
Field help

For field help information,
selact 3 field Iabel or list

[ Servers

[ Applications

[ Services Configure the basic attributes to use for the new WebSphere MQ marker when the help
messaging provider resource curser is displayad.
[l Resources
# Name

¥ Schedulers [ 3

B Object pool managers connecti

Bl IMs. 4 INDI name

Step 4: Summary |NottyDestQCF
B IMS providers
Connection factaries Description

Queue connection factories NotifyDestQCH

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Activation specifications

[ JDBC

[#] Resource Adapters
@ Asynchronous beans =zl
[# Cache instances

& Mail

& URL

[ Resource Environment

[+ Security

[# Environment

(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 m 3
—_—

7. Specify the following detalils:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

Click ‘Next'. The following screen is displayed.
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WebSphere.

| Logout

»| Creat=WMQIMSResource.displayNama Close page
‘ View: All tasks - —

B welcome

[+ Guided Activities

Field help
) Servers fi For field help information,
[ Applications basic attributes selact = field label or list
P Eoiees Decide what information to enter to determine how to connect to ""a’kef "‘"‘?" the help
Step 2: Select | webseheremo cursor is displayed.

= connection metho

B schedulers Test

" Object posl managers @ Enter all the required information into this wizard

Bims

4: Summary @) Use a client channel definition table
B IMS providers

Connection factories

Queue connection factories

Previous

Queues

[ ]
[ ]
B Topic connection factories
[ ]
[ ]

Topics

Activation specifications
& JDBC

[#] Resource Adapters

@ Asynchronous beans

[#] Cache instances

& Mail

B URL

[ Resource Environment

[l Security

[ Environment
|+ System administration
4 Users and Groups

[# Monitoring and Tuning =
4 m J 3

8. Set the options as shown in the figure. Click ‘Next'.

The following screen is displayed.
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WebSphere.

View: All tasks

4

Specify the queue manager name ‘QM_DDHPO0520’. Click ‘Next'.

B welcome
[ Guided Activities
& Servers
= Applications
[ Services
= Resources
B Schedulers
B Object pool managers
= IMs.
B IMS providers
Connection factories
Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Activation specifications
@ JDBC
[#] Resource Adapters
@ Asynchronous beans
[# Cache instances
& Mail
B URL
[l Resource Environment
1 Security
& Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning

snfigure
basic attributes

Enter details about the queue manager or queue sharing group that
you vish to connect to.

Queue manager or queue sharing group name

Step 2.1: Supply

QM_pDHPOS20

gqueus manager
details

Enter
details

Summary

| Logout

Clos= page

Field help

For field help information,
selact 2 field label or list
marker when the help
cursor is displayed.
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WebSphere.

| Logout

»| UseCustomWMQCennectionSettings.displayName Close page
‘ View: All tasks -

Custom WebSphere MG connection

B welcome

Help =
[#) Guided Acrivities Custom WebSphere MQ connection
Field help
il Servers “ - L e. i | Enter connection details For field help information,
& Applications basic attributes select = field label or list
. - Enter the details requirad to establish 3 connection to tha queus marker when the help
[ Services Step Select cursor is displayed
manager or queue sharing group N
connaction mathod
[l Resources
Transport
u 5 :
Salrzin o Step Bindings, than client [ 7|
= Object posl managers Supply queue

manager details
B ims g @  Enter host and port information in the form of separate hostname
B IMS providers S| and port values
Connection factories

U L connaction + Hostname
" Queue connection factories 3 details [110.10.10
B Topic connecrion factories

O B Step 3: Test Port

B Topies connection [1010

u

Activation specifications Step 4: Summary @ Enter host and port information in the form of a connection name
[ JDBC list

[ Resource Adaptars Connection name list
[ Asynchronous beans

[ Cache instances Server connection channel

& Mail [s¥sTEM.DEF.5VRCONN
& URL
[ Resource Environment Pravious | Next | Cancel |

[ Security

[# Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 m 3

9. Specify the following details:

Host Name 10.10.10.10 (Host where Websphere MQ is installed)

Port 1010 (Web sphere MQ port)

Server Connection Channel SYSTEM.DEF.SVRCONN
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WebSphere Integrated Solu... *

(- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

fC'HQSearm

WebSphere.

‘ View: All tasks

B welcome
[ Guided Activities
[ Servers
[ Applications
[ Services
[l Resources
B Schedulers

B Object pool managers
B IMs
IMS providers

Connection factories
Queue connection factories

[ ]
[ ]
B Topic connecrion factories
B Queves

[ ]

Topics

Activation specifications
@ JDBC
[#] Resource Adapters
@ Asynchronous beans
[# Cache instances
& Mail
B URL
[l Resource Environment
1 Security
& Environment
(% System administration
4 Users and Groups

[# Monitoring and Tuning

4 mn

Creat:

MQIMSResource.displayName

basic attributes

To test establishing a connection using the information provided select
the "Test Connection” button. It may take several seconds to perform
this test. If you vish to skip this test. select the "Next" button.

Test connection

Summary

revious Next

B + A 4O = - B S

| Logout

Clos= page

Field help

For field help information,
selact 2 field label or list
marker when the help
cursor is displayed.

10. Click ‘Test Connection’ button.

The following screen is displayed:

Test connection result

Test connection result

Test connection result

Step 1: gure
basic attributes

Enter connection
det

connection
result

Summary

Result of testing the connection

& connection was successfully made
to WebSphere MQ.
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11. Click ‘Next’. The following screen is displayed with a message in the summary field.

T T hUYFYOESET el el ey e

WebSphere Integrated Solu... *

| " | @ https://10184133.191:9043/ibm/console/login.do?action=secure v ‘ | Q, search | * | B 4+ @ P @v |- . | =

WebSphere. Help | Logout

»

CreatzWMQIMSResource.displayName Close page
‘ View: All tasks - 3

B welcome

[ Guided Activities
[ Servers

[+ Applications

[ Services Summary

[ Resources Creating a resource of type Queue connaction factory- Name "NotifyDestQCF"

- - JNDI name "NotifyDestQCF"
- Queus manager or queue sharing group name "QM_DDHPO520"
B Object pocl managers - Sarver type "OMGR"
Bl ms - Hostname "10.10.10.10"
B 3MS providers Enter - Port "1010"
Connection factories St Channel name "SYSTEM.DEF.SVRCONN"

[ ]

¥ Queue connection factories
® Topic connection factories
[ ]
[ ]

Queues
Tope 3.1: Test
B activation specifications el
[ JDBC
[# Resource Adaptars —? Step 4 Summary

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i

4

12. Click ‘Finish’.
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WebSphere. Help Logout

‘ a| Cell=0fs5220235Nade01Cell, Profile=FPCFL Close page  a
View: All tasks - =
Queue connection factories r
welcome d el
Field halp
G Guided Activities B Messages For fisld help information
&) Servers B Errss (oo Eomh et perr (2 comE e e e f::ﬁ;;ii Li:eL;rp"St
[+ Applications B Save directly to the master configuration. cursor is displayad.
Services B Reviewch bef i discarding.
] eview changes before saving or discarding Page help
(I Resources More information sbout
Schedulers % The server may need to be restarted for these changes to tske effect. this page
Object pocl managers Command Assistance
S Queue connection factories View sdministrative
JIMS providers
Connection factorias A queus connaction factory is used to create connections to the associated IJMS provider of the JMS quaue

destinations, for paint-to-point messaging.

m

Queue connection factories

Topic connection factories = Scope: Cell=ofss220239Node0icCell
Queues
Topics Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, zee the scope
settings help.

Activation specifications
& JDBC

[ Resource Adaprers | Cell=ofss220235Node01Cel
[ Asynchronous beans

[# Cache instances # Preferences
o
[# URL

[ Resource Environment

[ Security Seleu:t| Name 2 INDI name 3 Provider Description { | Scope
[+ Environment ¥ou can administer the following resources: i |
[ System administration NotifyDestQCE | NotifyDestQCF | WebSphere HotifyDestQCF | Cell=ofss220239Node01Cell
MQ
u d G
[ Users and Groups messaging
[# Monitaring and Tuning = provider ad

4 m " b < m | b

13. Click ‘Save'.

14. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”

15. Make sure that the checkbox “Support two phase commit protocol” is un-checked when
creating FCM_QCF as JNDI name.

3.4.2 Creating Queues

Follow the steps given below:
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1. Expand ‘Resources > JMS’ and click Queues.
- WebSphere Integrated Solu... *

| " B https://10184.133191:9043/ibm/console/login.do?action=secure v e ‘ | Q Search

WebSphere.

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page

‘ View: All tasks

Queues

B welcome

Ficld help

- — Queues

B S AER = For field help information,
T A IMS queue is used as a destination for point-to-paint messaging.

select = field label or list
= Scope: Cell=ofss220239Node01Cell marker when the help

[+ Applications cursor is displayed.

[#l Services Scope specifies the level at which the resource definition is visible. For Page help
detailed information on what scope is and how it works, see the scope
=] Resources - More information sbout
settings help.
B schedulers this page
B Object pool mansgers [ celi=of=s220235MNaden1 Call -]
= ImMs.
B 3MS providers [+ Prefersnces
¥ Connection factories L lEl
¥ Queue connection factories W
B Topic connection factories
B Queues
B Topics 5e|ect| Name 2 JNDI name 3 Provider & Description Scope
B activation specifications
None
[ JDBC
Total 0

[# Resource Adapters

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i
4 m b < 0

2. Select ‘Scope’ from the drop down list. Click ‘New'.
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WebSphere Integrated Solu... *

! (' B hittps://10.184.133.191:9043/ibm/console/legin.dofaction=secure

WebSphere. Help Logout

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page
‘ View: All tasks

Queues

= welcome

) Guided Acti Queues > Select JMS resource provider Fiald help
For fisld help infarmation,
P EEEE Scope |cellsiofss220229Node01Cell select = field Isbel or list

marker when the help

[+ Applications cursor is displayed.

T Selact the provider with which to create tha Queus. The following providers support the selactad
resource type and are available at the selected scope. Page help

[l Resources More information sbout

B schedulers this page
) Default messaging provider

B Object pool managers
[l ImMs.
B 3MS providers

Connection factories

Queue connection factories

@  webSphers MQ messaging provider

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC

[# Resource Adapters

[# Asynchronous beans

& Cache instances

= Mail

[# URL

[ Resource Environment

[ Security

[+ Environment
[+ System administration
[ Users and Groups

(2l Manitaring and Tunina -

javascriptshowHideFilter()

3. Select ‘Websphere MQ messaging provider'. Click ‘OK’.
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WebSphere.

‘ View: All tasks *

" welcome
[ Guided Activities
[ Servers

[+ Applications

[ Services

[ Resources

B schedulers
B Object pool managers
[l ImMs.

B 3MS providers

Connection factories

Queue connection factories

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC

[# Resource Adapters

[# Asynchronous beans

& Cache instances

= Mail

[# URL

[ Resource Environment

[ Security

[+ Environment
[+ System administration
[ Users and Groups

[# Monitoring and Tuning =

Specify the following details:

Help | Logout

General Properties

Administration

Scope

[cell=of=s22023800d=01cCell |

Provider

[webSphere MQ messaging provider |

* Name
[neTiPr_quEue

# JNDI name
[neTiFr_queue

Description

NOTIFY_QUEUE

WebSphere MQ Queue

4+ Queue nams
[noTIFr_queue] |

Qusus manager or Queus sharing group name
[@m_ooHPosz0 |

[ Poply |[ OK | [ Reset |[ Cancel |

The ad
vill nat

[&rB8 & & 4 ©- = - B | =

-
c

the gen

this ita
saved.

,_

Additia

m

4 LU (3 4

LU

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name

NOTIFY_QUEUE on Websphere MQ to which the
queue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply'.

- ORACLE




W ctesetne | 41 KM

Welsurme sdmin

hava Sean made 1o your Loal
ter ceagurat

Aiguratien, Yeu cans

ving ¢ dasarding.
B Sarvars Tha Barar may naed 15 be rertated for thase changas o take affact
[ asehinticns
LR Dueyes > WehSphers MO messaging provider > NOTIFY_QUEUE
Qu RBUES Erouidad T DointrTonEHint maas
Busus destination sEmINIrate SEeE te manage B
snbgars Contiguratian
. Gaiwaral Propustis

Additiznal Bropariees

Field hatp —

Far fiald hals infermaton,

act a fiald labal or bt
whan

Admnistration

Seese

[ | ¢ ek
Eragacties

0k M Do

" Cusbam SEoeties
[ io8c

[ Raseurce Adagenns

[eTiFy _qutue

* et eme
eTiFy_queue

Cascnptica
Enviranmant .
= ST QUEVE T

B Syamam séminipmasics
E Yaars and Sevwps

[ Maniraring snd Tuning
[ Treublahesaing

[ Sarvicn mtagrasion
[gw_pownoszo
B uuoi =
Aoply | [O¥] [Rasat] [Cancel
Cone

% Local intranet L L

5. Click ‘Websphere MQ Queue Connection Properties’.
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£ Integrated Solutians Consale - Windows Internet Fxplarer

0- e .o [ cotemetirer | v A (M

e Ede Y Fgentes Jock  peb

x _‘.

o Povorkes | o @ * | Free hotmad @

{8 Ineecrated Sohmions Console v B O e v Bages Sefetye Tooks @ O
i i L

gesvidar » HOTLEY QUIUL » WebSphara MO

427 15 T Sudie MmN

Bus I
& Rasaurce Endrcamant M [D
C
8 Saceriny =
B envesamant
B Syrvem sdminiyeracion

[Eesi] (2] [Rmsmi]

% Local st iy

6. Specify the following details:

Queue manager host

10.10.10.10 (IP address of the MQ server)

Queue manager port

1010

Server Connection channel
name

SYSTEM.DEF.SVRCONN

7. Click ‘Save’.

ORACLE
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£ Free ot £

% Local iromnet

8. Similarly, you need to create all the queues mentioned in the document “Resource To be
Created".

3.5 Creating Message Listener

Follow the steps given below:
1.

Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.
http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
The following screen is displayed:
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WebSphere Integrated Solution... %

@) @ https://10.184.133.191:0043/ibm/ console/logon.jsp

WebSphere.

\WebSphere Integrated
Solutions Console

UserlID:

Licensed Materials - Property of IBM (c) Copyright I1BM Corp. 1957, 2011 All
Rights Reserved. IBM, the IEM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldvide. Other product and service names might be
trademarks of IEM or other companies. A current list of IBM trademarks is
availzble on the Web =t Copyright and trademark information.

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page .Expand ‘Servers > Server Types’ and click ‘Websphere
application servers’.

The following screen is displayed.

@mﬂw!@u_ % ¥

) b e T

Fiald halp
1 halp infeemation, sebact
s this sige b viam & lat of om application servars i your amviranment and the stabos of auch of Ussse dervers. Tou can alss uie this sage 1o changs the states of & ‘,.‘Z’.J’.’.‘..."‘.?u.. ity
azeche ar.

st heln cursar is displeyed.
@ eralen
=Tt Tage heip
P ‘Mane iotaimation. about this oaae
iy & Nt ast Nama varsion & i Command Asssstance
| Yo can aeminiater the folomicg reswurcaer . . oo mocor oy orogs
el oFaal22T T inodel ;uﬂl!ﬂ‘flmnld-.m Baze 9.0.0.0

Tetal 1

 Rancurce Envirmamess
8 acuncy
‘= Emviranmant.
& Syanam stminsranen
i Unars and Orsuss
[#: Mararing and Tusieg
8] Tenublmnhanng
¥ S iegatian

5. Click ‘serverl’.

The following screen is displayed.
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Classloadar rm,
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 wabSzhers MQ servary
= ek s

8] Apahcanans
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(v | Mghiight2E  MatghCase  1ef% matehes

messgng

6. Expand ‘Messaging’ under Communications and select ‘Message listener service’.

The following screen is displayed.
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WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere. Logout
Cell=ofss 220239 Node0 L Cell, Profile=FBCFL Close page
View: All tasks
mpplication servers
B welcome el
. o Application > serverl > service ield help
| ST AERES For field help infarmatio
O Servers Use this page to configure the message listener service. This service provides the message-driven bean calact = fiald labal or li
(MDB) listening process, in which message-driven beans are deployed against listener ports that define the marker when the help
[l Server Types IMS destination to listen upon. These listener ports are defined within this service along with settings for its cursor is displayed.
B webSphere application servers thread pocl.
B webSphere MQ servers —|Cmf uration Page help )
B Web servers More information about
this psge
[ Applications
[# Services
Additional Properties
[ Resources
" Listener Ports
[# Security
" Thread Pool
(] Environment
“ Custom properties
[#] System administration
[# Users and Groups
[ Manitoring and Tuning
[ Troubleshooting
[# Service integration
[ UDDI
4 n 3K m 3

7. Click ‘Listener Ports’.

The following screen is displayed.
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B Srafarances

[=

L6 ACT BIES SERCIfEATIA | (v | Dtena | Sware | soap |

hee o= —

B 2gzlizaneas

B

B Barvizen

Salact Namie % Dagenction = Caanaction factory INET nama 2
B Fuscurcas

Daatiaation INOT nama 2 Seatus ()

o
B Sacuriny i
E Enviconman

B gvimm samnismanies

B Unars and Grovps

0 Msnnanng 4aé Tunieg

8 Trsublashassing

[ Sarvicn mtagration

B upbr

% Local intranet L L

8. Click ‘New'.

The following screen is displayed.
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WebSphere Integrated Solu... *

"C'HQSEM\:J‘.'

%8B &8 & 4 @ = -

WebSphere.

L (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

‘ View: All tasks

Cell=ofss220229Node0 1 Cell, Profile=FPCFL

B welcome
[ Guided Activities
[l Servers

[l Server Types
B websphere application servers
¥ webSphere MQ servers
B Web servers

= Applications

[# Services

[# Resources

[# Security

1] Environment

[#] System administration
[ Users and Groups

[ Manitoring and Tuning
[ Troubleshooting

[# Service integration

# UDDI

Configuration

Help | Logout

Application servers e r

Application servers > serverl > Message listener service > Listenar Ports > New...

Use this page to configure listener ports upen which message-driven beans listen for messages. Each port specifies the IMS
connection factory and JMS destination that a message-driven bean, deployed against that port, listens upen.

Close page  a

Fi
Fc

=g
m|
o

General Properties

# Name

[NotifyMDB_Listzner

# Initial State
Started

Description

[NotifyMDB_Listzner

# Connection factory JNDI name

[NotifyMDB_Listener

# Destination JNDI name

[noT1FY_MDB_QCF

Maximum sessions

[1

Maximum retries

[o

Maximum messages

[x

[ Poply | [ OK | [ Reset |[ Cancel |

4 m

[

9. Specify the following details:

Name

IFl= 3

m

NotifyMDB_Listener

Description

NotifyMDB_Listener

Connection factory INDI name

NOTIFY_MDB_QCF

Destination JNDI name

NOTIFY_ QUEUE

Maximum retries

1

10. Click ‘Apply’.

The following screen is displayed.
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| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere. Help | Logout
Cell=ofs5220235Node0 L Call, Profile=FPCFL Clos= page  «
‘ View: All tasks -
[Application servers -
B welcome
[+ Guided Activities EX] = -
&l Servers M The server may need to be restarted for these changes to take effect. :
[l Server Types N Changes have been made to your local configuration. You cant -
¥ wehSphere application servers B Save directly to the master configuration.
B webSphere MQ servers B review ch - . — P
B b servers aview changes before saving or discarding. M
th
& Applications N The server may need to be restarted for these changes to take effect. o3
[# Services i
¢
e Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener o
[# Security Use this page to configure listzner ports upon which message-driven beans listen for messages. Each port specifies the IMS
[ Envirsnment connection factory and JMS destination that & message-driven bean, deployed against that port, listens upen.
[#] System administration Configuration
[# Users and Groups
[+ Manitoring and Tuning
& Troubleshooting Genaeral Properties
[# Service integration 4 Name
ifyMDE_List=ner
[ UDDI fotityrice.
+ Initial State
Description
[notifyMDB_Listaner
4 Connection factory JNDI name
[notifyMDB_Listener
# Destination JNDI name il
I P 1
4 i Ak i v

11. Click ‘Save’.

The following screen is displayed.
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12. Select ‘NotifyMDB_Listener’. Click ‘Start’.

The following screen is dosplayed.
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13. Similarly, you need to create the following listeners:

MDB_ Listener

NotifyMDB_Listener

RecordingMDB_Listener

ELMDB_Listener

ELNotifyMDB_Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Listener Name Listener QCF Listener QUEUE
Name

GWMDB MDB_Listener MDBQCF MDB_QUEUE
GWNotifyMDB | NotifyMDB_ Listener NOTIFY_MDB_ | NOTIFY_QUEUE
Bean QCF

RTGSInMDB RTGS_Listener RTGSQCF RTGS_INQUEUE
SFMSInMDB SFMS_Listener SFMSQCF SFMS_INQUEUE
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ELGWMDBBea | ELMDB_Listener ELMDBQCF ELMDB_REQ_Q
n
ELNotifyMDBB | ELNotifyMDB_Listener | EL_NOTIFY_Q | EL_NOTIFY_REQ_Q
ean CF
EMSInMDB Emslin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsQut_Listener EmsQcf EMS_OUTQUEUE
BipReportMDB | BipReport_Listener BIPQCF INTERNAL_BIPREPORT_QUE
UE
BipAdviceMDB | BipAdvReport_Listener | BIPQCF INTERNAL_BIPADVREPORT _
QUEUE
GlUploadMDB | Gi_Upload_Listener GI_UPLOAD_Q | INTERNAL_GI_UPLOAD_QUE
CF UE
PMScheduler PMSCH_ Listener SchedulerQCF SchedulerQueue
PMGateway PMGW __Listener PM_GW_QCF PM_GW_REQ_QUEUE
FCMCore FCM_RECEIVER_ FCM_QCF FCM_RECEIVER
Listener
FCMCore FCM_BULKER_ FCM_QCF FCM_BULKER
Listener
FCMCore FILE_PROCESSOR _ FCM_QCF FILE_PROCESSOR
Listener
FCMCore pymtGatewayResQ _ FCM_QCF pymtGatewayResQ
Listener
Here,

o MDB_Listener is mandatory for Gateway MDB applications

e PMGW_Listener is mandatory for Payment Gateway MDB applications

e PMSCH_Listener is mandatory for Payment Job framework applications

e FCMCore related listeners are mandatory for FLEXCUBE Messaging.

e All others are required for FCJ Applications embedded with Scheduler and ELCM
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4.1

4. Default Settings for Web Sphere

Libraries for PMGateway Application

To deploy the PMGateway application, Following steps need to be performed
1. Copy runtimel2.jar from database servers ORACLE_HOME/sqlj/lib to application servers
library path (WAS_HOME/lib/ext)
2. Create a global shared library containing the following file:
a. eclipselink.jar

Find this file in the
‘TOPLINK_INSTALLATION\oracle_common\modules\oracle.toplink_ver_no’ directory created by
the TopLink quick installer.

e For step 2 Kindly Refer the document Toplink_IBM_WAS_setup.doc

ORACLE
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5.1

5.2

5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

-
el ere Integrated Solu... %
/ © WebSphere Integrated Sol \+

On the left pane, expand ‘Resources’ and select ‘Mail'.
[ —rTTT -

WebSphere.

‘ View: All tasks -

welcome
Guided Activities
|-l Servers
=] Server Types
WebSphere application servers
WebSphers MQ servers
Web servers
Applications
Services

Resources

Security

Environment

System administration
Users and Groups
Manitaring and Tuning
Troubleshooting
Service integration

ubDI

L —

€ | @ https;//10184.133.191:9043/ibm/console/login.do?action=secure

Welcome

Integrated Solutions Console provides a commen administrative consele for
multiple products. The tabla lists the preduct suites that can be administered
through this installation. Select a product suite to view more information.

Suite Name

WebSphere Application Server

€ || Q Search

Welcome VER About this Integrated Solutions Console 4 4

Version

8.5.5.0

Help | Logout

Integrated Solutions Console, 8.5.5.0 «
Build Number: gm1219.01
Build Date: 5/14/13

LICENSED MATERIALS PROPERTY OF
1BM

5724-108, 5724-163,
5724-H88,5724-H89, 5655-WE5 (C) 7
Copyright International Business

1. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.

The following screen is displayed:
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7 WebSphere Integrated Solu... *

| (- | @ https://10.184.133.191:9043/ibm/console/login.dofaction=secure

WebSphere. | Logout

Clos= page

View: All tasks

B welcome
[ Guided Activities
[ Servers

[ Applications

%] Resource Adapters
[ Asynchronous beans
[# Cache instances
= Mail

H Mail providers

B Mail sessions

[# Environment

(% System administration
4 Users and Groups

[# Monitoring and Tuning
[ Troubleshaoting

4 Service integration

[ UDDI

‘ Cell=ofss220229Node0 1 Cell, Profile=FPCFL

Mail Sessions

Mail Sessions

Use this page to create mail sessions, which are collactions of properties that define how your application
sends mail and accesses the mail store. To create a useful mail session, an outgoing or incoming server
and protocol must be provided. Configure mail sessions only after you configure the necessary protocol

[ Al scopes -]

[# Prefersnces

Field help

For field help information,
salact = fiald label or list
marker when the help
cursor is displayed.

; providars.
[ Services
[ Scope: =All scopes Page help
=) Resources More information sbout
¥ Schedulers Scope specifies the level at which the resource definition is visible, For this page
¥ Object pool managers datailed information on what scope is and how it works, se= the scops
& IMS =settings help.
& IDBC

& URL SEIEct| Mame 2 JNDI name 3 Scope o Provider oo Description {3 | Category o
[ Resource Environment None
[# Security Total 0

4 m

4

2. Click ‘New’ button to create a new mail session.

.
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'C'||Q.Searth

WehSph-e;e.

‘ View: All tasks -

Welcome
[+ Guided Activities
[l Servers
[# Applications
[+ Services
(=l Resources
Schedulers
Object pool managers
[# IMS.
[ 1DBC
[l Resource Adapters
[# Asynchronous bezns
[# Cache instances
= Mail
Mail providers
Mail sessions

[# URL
[# Resource Environment
¥ Security
[+] Environment
[+ System administration
[ Users and Groups
[ Monitoring and Tuning
[#] Troubleshooting
[ Service integration

[¥ UDDI

\ (' @ https://10.184.133.191:9043/ibm/console/login.dolaction=secure

# Name

[FeuBsmail

&% B8 & & d S

Help | Logout

# JNDI nama Field help
[mail/FcuBsmail For fisld F
salact a fi
Dot

escription marker wt
cursor is ¢
Page help
Muore infol
this page

Category

Enable debug mode

Enable strict Internet address parsing

Outgoing Mail Properties
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3. Provide the required information. Sample details are given below for your reference.

General Properties

Name FCUBSMail

JNDI Name

mail/FCUBSMail

Outgoing Mail Properties

Server

< HOST_MAIL_SERVER >

Protocol Smtps

4. Click ‘Custom Properties’ link to configure the custom properties.

ORACLE



Vhasel | Call. PrabisnipsSeddl

o Prosid Bufitin FeussHel o0

For fietd halp infermation, seiact &
g3 Lot o ligk mackar whan the
Fato cursce Iy displayes.

Page haip

M informasian.abou this.aets

Uk this sirge Lo craate mail sessices, whick e cellactions of sroparties that defing hom your Bpelication sends mail and scoesses the mail store. To ceste & ussful
bl sassion. a4 sutioing of incaming sarvar nd Erotocel most ba peovided. Confgure mbl saktiont snly after you configurs the recestaey rotscel crovidara.

Sanhgurston |

Seneral Properties
Seum

[

Adhibivnal fruperties

7 Eivede01 ol nodes e

Tiutea

Proidr
[

* ama
[Feuesnal

* 03 rarne
[met/FEuBEHa

Rencripton

Agtratnn sreuboatan
apee

 Rncarce Adagran
 Cancurmuacy

 Cache Inyrasces Cmtagory

[
T1 trabie debug modn
T1 tnabla strct Cntarnet ssdeass parsing
Oubgaing Mall Braparties

arvar.
[stbaanive.aracte.com

Lisar
[abinaya.japaimakasam el s

Raturn a-mail addeass
i

messagng (A v ghightas  MatghCase  1e3matches

The following screen is displayed.
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5. Click ‘New' button to create new custom properties.

The following screen is displayed.
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6. Specify the information required for creating custom properties. Sample details are given

below:
Name mail.smtps.host
Value <HOST_SMTPS_MAIL_SERVER>
Type java.lang.String

The custom properties are given below:

Name Value Type

mail.smtp.host | <HOST_SMTPS_MAIL_SERVER> | java.lang.String

mail.smtp.port <SMTPS_SERVER_PORT> java.lang.String
mail.host <HOST_MAIL_SERVER> java.lang.String
mail.smtps.auth | TRUE java.lang.String

e ORACLE
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Click ‘Save’ to complete the configuration.

@ The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following

components

o SMTP_HOST

o SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE UBS Installer.
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6. Annexure

Ensure the following settings before deploying the application:

IBM Websphere Server - Increasing Heap Size

1. Goto ‘Server > Application Servers’ and select the ‘server_name’

2. Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

3. Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

1. Goto’ Server > Application Servers’ and select the ‘server_name’

2. Choose ‘Container Services > Transaction Service’
3. Change the total transaction lifetime timeout appropriately

4. Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

1. Goto’ Server > Application Servers’ and select the ‘server_name’
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2. Expand ‘Container Services’ and click ‘ORB Service’
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4. Click ‘Save'.
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